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ABSTRACT

The cryptography is the art of protecting information by transforming encryption into unreadable
format called cipher text. Only those who possess a secret key can decipher the message into plaintext.
Either single or more cryptographic primitives are often used to develop a more complex algorithm
which is called cryptosystem. Michael O. Rabin Cryptosystem can generate same ciphertext form
different plaintext as well as multiple plaintext from single cyphertext. There are a number of
techniques to reveal original plaintext, but none of them can separate similar cyphertext against each
plaintext generated from modular reduction arithmetic. Another problem is forgery attack on Rabin
signcryption algorithm and private key derivation. To solve those issues, a new cryptosystem has been
designed which can efficiently separate similar ciphertext against each plaintext by removing all of the
problem of Rabin cryptosystem identified in problem statements. The proposed cryptosystem
comprises five algorithms: Key generation, Encryption, Decryption, Signature generation and
Signature verification algorithm. To authenticate message, the syncryption algorithm has been
designed. The proposed cryptosystem construction based on quadratic residue, quadratic quotient,
floor function and absolute value counting, Diffie-Hellman key exchange protocol, concept of Michael
O. Rabin signature algorithm, and probability theorem. The advantage of proposed crypto intensive
technique is intended receiver gets only one plain value distinguishing the ciphertext against the
plaintext by verifying signature of sender. Another advantage is that the sender generate signature using
encrypted text and intended receiver can retrieve plaintext from signature through signature verification
system. The proposed crypto technique requires less time complexity and probably secure against man-
in-the-middle attack, chosen plaintext, cyphertext attack and modular squaring attack. The newly
designed techniques uses random padding system including additional quotient and residuum. In terms

of signature, Rabin signature is pair but proposed cryptosystem uses 4-tuple signature system.
Keywords

Cryptosystem, key distribution protocol, Extended Euclidean Algorithm, Chinese Remainder Theorem,
Legendre Symbol, Congruence, ASCII- Code, Quadratic reciprocity, Jacobi Symbol, Dedekind sum.

Group isomorphism, Cipher, Biswas cryptosystem.
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CHAPTER 1

INTRODUCTION

1.1 Background

The cryptography is the art of practice and study of techniques for secure communication in the presence of third
parties called adversaries. It is a branch of cryptology. Cryptology is the scientific study of cryptography,
cryptanalysis and steganography. The cryptography is the art of protecting valuable information by transforming
encrypted data into unreadable format that is called cipher text. Only those who possess a secret key can decipher
the message into readable format. Encrypted message can be broken by cryptanalysis that is called code breaking,
although modern encryption techniques are virtually unbreakable. Cryptography is used to secure data in
transmission, data storage and user authentication. Cryptography involves creating codes that allow information to
be kept secret, cryptography converts data into an unreadable format so that an unauthorized user unable to decode
while transmission. It replaces the handwritten signature to digital signature. Digital signatures are used to credit
card authentication. Due to having the large number of commercial transactions over the internet, the cryptography
is the main key in ensuring the security of the transmissions. In general, cryptography plays an important role for
data confidentiality, data integrity, user authentication and non-repudiation. The cryptosystem is an implementation
of cryptographic techniques and their accompanying infrastructure to provide information security services. More
complex cryptosystems include electronic cash systems, signcryption system, etc. A sophisticated cryptosystem can
be derived from a combination of several cryptographic primitives. Cryptosystems are sometimes called
cryptographic protocol. In physical world, handwritten signatures are used to bind the signatory to the message
analogously in digital world, the signcryption system is used to bind signatory to the digital message. Actually the
message signing binds the identity of the message. It ensures the data integrity, message authentication and non-
repudiation. There are different types of cryptosystems: Asymmetric key cryptosystem, Symmetric key
cryptosystem, Hybrid cryptosystem, Knapsack cryptosystem, etc. Michael O. Rabin cryptosystem was one of the
first asymmetric cryptosystem in the field of public key Cryptography. Security of Rabin encryption mechanism
relies on prime integer factorization. (Rabin, 1976, 1979) proposed a public key cryptosystem and signature
scheme. Together with encryption, decryption and signature schemes are called Michael O. Rabin cryptosystem. A
large number of surveys were done on Michael O. Rabin cryptosystem to find out its efficiency and devise a new
method for real life application. It has huge theoretical significance in cryptography. There are two light weight
public key cryptosystems: Elliptic Curve Cryptosystem (ECC) and Rabin cryptosystem. Two public key protocol
based on Rabin cryptosystem are used in implementation Ultra High Frequency (UHF RFID) and Radio Frequency
Identification Reader (RFID) (Saxl.et.al. 2019). A slightly modified version of Rabin Cryptosystem (RAMON
http://dx.doi.org/10.29322/1JSRP.29.12.2019 1
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cryptosystem) was used in implementation of UHF RFID and WIPR (Sensors). The Rabin cryptosystem is used in
passive radio frequency identification by slightly modification. The encryption mechanism used to quadratic
residue to produce cipher text and Decryption was accomplished by Computing two square root, Bezout’'s
coefficient using extended Euclidean algorithm and combining them with Chinese Remainder theorem. It was quite
similar to RSA and ElGamal cryptosystems, Michael O. Rabin cryptosystem considered in ring under addition and

multiplication modulo composite integer.

In cryptography, Michael O. Rabin cryptosystem produces four decryption results of which one is correct and other
three are pseudo results. However, those disadvantages turned into advantage in steganography on the other hand.
Three illusion message brought benefit to steganography applications. Although, in cryptographic application, those
three false results considered a weak point in Rabin cryptosystem due to the size problem. The disadvantage of
Rabin Cryptosystem turned into advantage in steganography field which would be used not only constructing hiding
map but also authenticated mechanism which guides the hiding process. The decryption algorithm will give four
message of which one is secret message and the rest of three are illusion messages with a different length that will

construct the map of graphical data.

1.2 Motivation of the research

With the growth of the Internet, encryption came into much wider use to protect credit card and other online
transactional information. Only in the past decade, encryption has been widely used for ordinary communications
and stored data because the number of genius hacking techniques is noticeably increasing day by day. Robbery in
Bangladesh bank, for example, took place on (Editor, 2016), when thirty five fraudulent instructions were issued by
security hacker via the SWIFT (Society for Worldwide Interbank Financial Telecommunication) inter-bank
messaging system to illegally transfer to US. The attack resulted in the theft of $101 million of which $81 million
remain missing. If we have had crypto-intensive technology, this type hacking robbery could not have taken place.
This is not only Bangladeshi cyberspace problem but also worldwide developing countries’ cyber problem,
although, the challenge of designing practical and secure encryption system is magnified by the fact that the
encryption algorithms and protocols are notoriously fragile. Cryptosystem is the most effective way to achieve data
security. So thinking about aforesaid security and privacy issues in cyberspace, I devoted myself to continue study
on Cryptography to ensure confidentiality and security in communication. In fact, security and privacy issues are
entirely two different beasts in information communication system. Since cryptography is a domain of computer and
information security which is an evolving discipline that involves the study of technology, strategy, policies and
standards regarding the security of and operations in cyberspace, it refers to secure information and communication
techniques derived from mathematical concepts and set of rule based calculations called algorithms which
transforms message in a ways that are hard to decipher. For those aforesaid reasons, I have been motivated in

applied cryptography subject which is a branch of cryptology.

http://dx.doi.org/10.29322/IJSRP.29.12.2019 2
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1.3 Problem Statement (Research Gaps)

To find out research gap is mandatory to do research and for that reasons literature reviews are necessary. Research
gap analysis is also conducted through literature review in order to see how the proposed research methodology
would fill in the gap in the research area. Michael O. Rabin Cryptosystem was not widely used because of having
some computational error during encryption and decryption produced by modular arithmetic but its theoretical
significance is widespread. However, RAMON cryptosystem is used in RFID reader. It was implemented based on
Rabin cryptosystem. On the other hand, Rabin signature is vulnerable in forgery attack. One of the main
disadvantages is to generate four results during decryption and extra effort needed to sort the right one out of four
possibilities. Recently, many rigorous articles about Rabin cryptosystem have been published in different journals
and conferences by researchers. A number of problem and ambiguity was noticed in Michael O. Rabin
Cryptosystem during literature review and formulated in following steps.

Issue-1: Rabin Encryption and Decryption system generates same cipher text from different plaintext for example,
two random private key P=7, Q=11, public key N=P.Q=7-11=77. M = {13, 20, 57, 64} four plaintext produce same
cypher(c) = M*>  mod 77=15 and the same way it produces multiple plaintext from single cipher text during

decryption. There is no algorithm to identify similar quadratic residue generated from distinct input in Michael O.

Rabin Cryptosystem, the following example may be efficient for cryptographic readers.

C=13* mod 77 C=20% mod 77 C=57* mod 77 C= 64 mod 77
.......................................... "A-- mEEwgyy
-------- *,' '...“,‘mw
5 C=15 .

*
Ll .
METTTTTY LA

The same encryption result (15) generates from four distinct plaintext M= {13, 20, 57, and
64} those results cannot be identified separately by Michael O. Rabin’s Cryptosystem.

0"“ ...‘0
s C=15 H
- .

o -
“
-~ . S..
T a . ~.
SR LT T .

64 13 20 57

As we can see that these are confusing and inconsistency in Michael O. Rabin Cryptosystem.

Figure 1.1: Research gaps in Michael O. Rabin Cryptosystem

http://dx.doi.org/10.29322/1JSRP.29.12.2019 3
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Issue-2: Private Key can be obtained through combination of two modular exponentiations, Chinese Remainder
Theorem and Extended Euclidean algorithm. For example, apply GCD (|r-s|, N) where r and s are two roots. For
example, GCD (57-13, 77) = GCD (44, 77) =11 which is Q and P=N/Q=77/11=7.

Issue-3: The decryption of Rabin’s Cryptosystem is non deterministic.

Issue-4: Rabin’s signature scheme is vulnerable to forgery attacks. It is relatively easy to compute S* modulo N by
choosing any message m' and compute multiplicative inverse of m’ (hash value of m) and then calculate U’ = §2 x
m'~I mod N and forge the signature as (m'~1,U’, s) without knowing the factorization of N. Assuming two Blum
primes are p = 7,q = 11.Publickey N = p.q = 77,m = 20,m’ = m? = 20?2 mod 77 = 15 is hash value. Taking
two values U = 25 and x = 12 arbitrarily for which the equation 122 mod 77 = ( 15 * 25) mod 77 is true. Hence,

the signature {15, 25 and 12} and the forgery signature {36, 25 and 12}, where 36 is multiplicative inverse of 15.
Where U’ = x%.m’ 'mod N = 122.36 mod 77 = 25 where Multiplicative inverse (m’~") = 36. The forgery
attacker forges the signature as (m'_l,U',X). Since the U = U’, s = x2modN and m’ " the multiplicative

inverse of m’.So the signature is valid mathematically and forgery attacker become successful to achieve signature.
1.4 Research Questions
The research questions have already been mentioned in problem statements, even after presenting research
questions more precisely for entire future cryptographic reader, the following question may be ideal for them.
v' How one can separate similar quadratic residue generated from different input in Michael O. Rabin

cryptosystem?

1.5 Research Objectives

o To solve similar quadratic residue identification problem of Rabin cryptosystem.
o To design a new cryptosystem.

e To solve modular crashing attack on Michael O. Rabin Cryptosystem.

® To counteract forgery attack on Rabin’s syncryption algorithm.

http://dx.doi.org/10.29322/IJSRP.29.12.2019 4



http://dx.doi.org/10.29322/IJSRP.29.12.2019

Publication Partner:

International Journal of Scientific and Research Publications (ISSN: 2250-3153)
1.6 Research Scope

The research scope is limited to design a new cryptosystem to overcome the constraints of Michael O. Rabin

Cryptosystem. The process of designing technique is as follows.
Planning and prioritization

v
Analysis and design
v
Mathematical proof for testing and finalization

v
Ultimate result for publication
Figurel.2: Research scope

In the planning and prioritizing phase, Research gaps finding (mission statement) and decision taking (selection of
vision statement) are main concern of research. Analyzing and design phase ensure designing of cryptosystem in
particular, how desired problem’s solution will be implemented using different methodology. Mathematical

experiment for testing and finalization ensures whether proposed techniques result in correct answer?

1.7 Thesis Organization

The road map of this research has been organized in the following ways.

Chapter 1 briefly introduced the research background and some primary knowledge about Michael O. Rabin
Cryptosystem. The problem statements (research gaps), research objective and research scope are introduced in this
chapter. The rest of the research is organized as follows.

Chapter 2 consists of literature review and preliminaries related to Michael O. Rabin Cryptosystem.

Chapter 3 describes research methodology which indicates how I performed my research activities.

Chapter 4 presents the author contribution and detail descriptions of research outcome has been given. A comparison

between newly designed cryptosystem and Michael O. Rabin cryptosystem has also been demonstrated.

Finally, Chapter 5 gives conclusion and future work for potential innovative reader.

http://dx.doi.org/10.29322/1JSRP.29.12.2019 5
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CHAPTER 2

LITERATURE REVIEW

2.1 Preliminaries

The Euclidean algorithm is used to finds the greatest common divisor (GCD) of two numbers a, b € N. It essential

for Michael O. Rabin cryptosystem. The algorithm is as follows.
=  Firstinitialize the ry = a,r; = b
=  Now compute the following sequence of steps:
To= qu*T 13
= qxx1r + 13,

Th3 = Qn2*¥Tp2 + Th
T = Qu_1 * Th—1 + 1, Continue this process until there is a step for
which r, = 0 while r,,_; # 0.
= The greatest common divisor is equal to 7;,_;.

The extension of above algorithm is called extended Euclidean algorithm which is useful in the finite field and in
encryption algorithm. The Extended Euclidean algorithm not only calculates the ged but also two additional integers
x and y that satisfy the equation. a * x + b *y = gcd(a,b) = d. It is clearly appears opposite sign of x and y after
examining algorithm. The extended Euclidean algorithm (Table 2.1) which determines x, y, d from given a and b

where a > b > 0. (Stallings, 2016).

http://dx.doi.org/10.29322/1JSRP.29.12.2019 6
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Table 2.1: The extended Euclidean algorithm

Initial Extension
Calculates division Xx_4=1, y_;=0 a=a*xx_1+ bxy_,
r,=a1rn=> X =0, yp,=1 b =axxy + bx*y,
= amodb a=bxq, + 1y Xy =X_1-q1*xy =1 n =axx; + bxy
a —
== Vi=YV-1~-d1*Yo
q1 =
le =—-q
r, = bmodn b=r*xq, + 1, Xy = Xo— 4z %X r, = a*x; + bxy,
_le V2=Yo~qz2*
CERE
g
3= 1,modn, =193 + 13 X3 = X1 - (3 * Xy 3= ax*x3+ bxy;
q :lr_lj V3 =V1-q3*)>
3
T2
T, = Th_pmod Ty,_4 Th—2 = qn *Th-1 Xn = Xn—2 ~qn * Xp—1 a=axXx,+ bxy,
+ Yn=Yn-27"qn * Yn-1
_ lrn—ZJ
dn T—n—1
Tnt1 = Tpormodn, =0 11y g = gpiq *Thgo d = gcd(a,b) = n,
_ lrn_lJ X = xn:y = y‘n
On+1 = P
n

Bezout's Identity (Bezout, 1779) is a GCD related theorem which is valid for every principal ideal domain. A pair
of Bezout's coefficients can be computed by the extended Euclidean Algorithm. Modular arithmetic deals with
whole numbers where numbers are replaced by their remainders after division by a fixed number in a modular
arithmetic. Modular division is defined when modular inverse of the divisor exists. There are number of rules in
modular arithmetic which is efficient in scientific experiment. Modular arithmetic is a system of arithmetic for
integers, where values reset to zero and begin to increase again, after reaching a certain predefined value, called the
modulus (modulo). Modular arithmetic is widely used in computer science and cryptography. The clear description
of modular arithmetic can be found in (Gauss, et.al., 1965). The Chinese remainder theorem (CRT) is essential for
Michael O. Rabin cryptosystem. The CRT asserts that composite number N is pairwise coprime for that the system

of congruence x = a; (mod N;), x = a, (mod N,) where N;,N, are coprime.Bezout’s identity asserts the

existence of two integers m; and m, such that myN; + m,N, = 1. The formula of CRT is as follows.
k

z AIMINT c.ce s e e e et e e e e e e e e e e s e e e e s B QUL (1)

i=1

The details about Equ.(1) can be found in (Katz,et.al.,1998).

The polynomial is an expression consisting of variables and coefficient. It involves addition, subtraction,
multiplication operations and non-negative integer exponential variables. The novel polynomial equation is as
follows

http://dx.doi.org/10.29322/1JSRP.29.12.2019 7
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an Xy + Qpogx™ 1 ax? + axt 4+ agx® e EQUL (2)

Equ.(2) can be expressed more precisely by using summation notation is as follows.

n

Z T VTSR PRURRTIPRIR 17 TN () |

k=0
For more details about Equ.(3), see (Manuel,et.al,2006). The Legendary symbol is a number theoretic function (g)

which is defined to be equal to +1 depending on whether a remains quadratic residue modulo p. The definition of
Legendre symbol is as follows.
0 if pla

(g) =alp={ 1 if aisaquadratic residue modulo p e e e Equi (4)
—1 if ais a quadratic nonresidue modulo p

If p is an odd prime, the Jacobi symbol reduces to the Legendre symbol. The Legendre symbols obey the following
identity

(%b) - (g) (S)Equ (5)

p-1
In general, (g) =a 2z (modp) if P is an odd prime. For more details, see (Jones, et.al., 1998). The ASCII

characters are associated to an integer value for each symbol, letters, digits, punctuation marks, special characters
and control characters. It is essential for communication system. The ASCII table (Karen, et.al. 2012) is presented
in “Appendix A”. In mathematics and computer science, the floor function takes input x and gives output as an
integer which less than or equal to x. The details about this can be found in (Knuth, et.al., 1988). Mobius function
was introduce by the German mathematician August Ferdinand Mobius in 1832. It has many application in
computer Science. For any positive integer n, define p1(n) as the sum of the primitive n-th roots of unity. It has values

in {—1, 0, and 1} depending on the factorization of n into prime factors:

» u(n) = 1Ifnis asquare-free positive integer with an even number of prime factors.
» u(n) = —1 Ifnis asquare-free positive integer with an odd number of prime factors.
» u(n) = 0If n has a exponential prime factor. For example, the Table 2.2 shows Mobius

functionality is as follows.

Table 2.2: Mobius function interpretation for 10 positive numbers.

n |12 3 10
an) 111,04 -1,1 1,001

N
ol
o
~
o)
©
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. . . Q . .
The Mobius function can alternatively be represented as p(n) = Smg)) where § is the Kronecker delta, A(n) is the

Liouville function, w(n) is the number of distinct prime divisors of #, and £2(n) is the number of prime factors of #,

counted with multiplicity.

Table 2.3: shows an alternative form of Mobius interpretation for 10 positive numbers.

n 1:2:{3{4{5i6i{7i8i{9:i10

/-l(n) — (_1)!2(number of prime factor) 1 10 -1 0 -1 1 -1 0 0 1

The Mobius function can be expressed by Z J712) IR o1y (A ()
dln

For more details about Equ (6), see (Hardy,et.al., 1990, Klimov, 2001). The radio frequency identification (RFID)
devices have been recently introduced in several applications and services as National Identification Cards,
Passports, credit cards, etc. A passive radio frequency identification (RFID) reader for two dimensional localization
of tagged objects in the ultra-high frequency. A software defined radio (SDR) system for measurements of minimum
activation power and backscatter power of ultra-high frequency reader (UHF RFID). A device conducting RFID
eavesdropping using software defined radio platform (SDRP). A classical RF attacks can be made on long range

transmission protocols, however we extend the standard RF attacks to cover RFID communication protocols. For

a

more clarification, see (Alex,et.al., 2014).The Jacobi symbol ( ) = (—) (

a a
N nq

- ) is the quadratic residuosity, it was
2

used to distinguish the roots in the Rabin cryptosystem, whenp = q = 3 mod 4. For primes congruent to 1
modulo 4, The Legendre symbols cannot distinguish numbers of opposite sign, therefore quadratic residuosity is no
longer sufficient to identify the roots. Higher power residue symbols could be efficient for desired job, but
unfortunately their use is not straight forward and analogous reciprocity laws or multiplicative properties are not
always at hand. Higher power residues have been used in some generalizations of the Rabin scheme working in
residue rings modulo non-prime ideals of algebraic number fields. For instance, residue rings in Eisenstein or Gauss
fields were considered and Rabin-like schemes based on encryption rules involving powers of the message higher
than 2 were introduced. This approach does not address the problem of separating the roots of a quadratic equation
in the classic Rabin scheme. Therefore, it is necessary to look at different kinds of higher order residuosity which
should allow a reciprocity law, a finite group which does not reveal any information allowing the factorization of N.
An idea is to multiply the exponent and consider the function which would identify message among the roots of
unity in Z«y. This idea would be to make these roots publicly available and label them so that the sender of the
message can tell which of them corresponds to the message actually sent. But it is necessary to masking by
multiplying odd number in order to hide the factors N and most importantly we would find the square roots among
the root of unity. The multiplicative group Z«y which is direct product of two cyclic group €,_; and €,_;, can

also be viewed as the direct product of two abelian subgroups, namely G2 and a group of odd order that is

http://dx.doi.org/10.29322/1JSRP.29.12.2019 9
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Z.n = (€5 x €}) x (€5r,1, X €}:,41). Therefore, every element a of Z+y can be written as a product.
Vierergruppe is a group with four elements in which each element is self-inverse. It is non cyclic group. It is
however an abelian group and isomorphic to the dihedral group of order 4. This group consists of three elements and
an identity element. For example, four roots can be presented as V,= {1, -1, Y, ¢ }. This theoretical phenomenon

would be clearer by following tree representation of correct root identification.

Path Root of unity

Terminal node

Multlphcatlve pair of prlme

Number of node 1nteger set

.......
.
.
.

*e e .
.....
.............

For more details, seee (Takagi, et.al., 1997, Frohlich, et.al., 1994, Ireland, et.al., 1998, Lemmermeyer, 2000). In
group theory, two groups are said to be isomorphic if there exists a bijective homomorphism. Group isomorphism
theorem known as the homomorphism theorem. In this research activities, a practical method have been described in
context of Michael O. Rabin cryptosystem working with any pair of primes that can have acceptable complexity,
although it requires a one-way function that might be weaker than factoring. The public key consists of the two
function. At the encryption stage both are evaluated at the same argument, the message m and the minimum
information necessary to distinguish their values is delivered together with the encrypted message. The decryption
operations are obvious. The true limitation of this scheme is that function must be a one-way function, otherwise
two square roots that allow us to factor N can be recovered as in the residuosity subsection. For more details, see
(Wikipedia). The Dedekind sums were introduced by Richard Dedekind. It is denoted by D (a, b, ¢) and the classical

Dedekind sum was denoted by.

n-1

D(ab,c) = 2 ((%)) ((%)) e e Equ ()

c¢mod n=1

http://dx.doi.org/10.29322/1JSRP.29.12.2019 10
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The terms on the right of Equ.(7) being the Dedekind sum. For the case a=1, one often writes S (b,c) = D(1,b;c).
Let C, N be relatively prime and N > 1, then we set the methods of computation based only on the residue theorem

from complex analysis. In mathematics, Dedekind sum are certain sums of products of a sawtooth function, and

are given by a function D of three integer variables. Dedekind introduced them to express the functional equation of

the Dedekind eta function. The well-known classical Dedekind sum is as follows.
n—-1

c bc . .
S(b,c) = <(H)> (7) ver wee e e . Equ. (8) positive integers or coprime

c¢mod n=1

and the sawtooth function is as follows.

1
(x) — |x] - > if x is not an integer.

() = e Equ. (9)

0 otherwise.

The symbol ((x)), denotes the well-known Sawtooth function of period 1.

The Dedekind sum satisfies different properties but here only few of them has been shown because of a number of
author used Dedekind sum to solve Michael O. Rabin cryptosystem which will be clarified at the end stage of

literature review,

c;=c;modn =5(cy,n) =5(cyN)..cucecnceecenneennnn.. EQu.(10)
S(—c,n)==8(C,n)cceeeieiiiieieiveeee e Eque(11)
S, n)+Sn c)=—1 TS - = 4 Equ (12)

4 12 'n cn

Equ.(10) to Equ.(12) known as the reciprocity theorem for Dedekind sums
12nS(en) =n+1-2()mod8 ... Equ (13)

Equ.(13) for odd number n, this property connecting Dedekind sums and Jacobi symbols. The first three properties
allow us to compute a Dedekind sum by a method that mimics the Euclidean algorithm and has the same efficiency.

In the sequel, we need the following Lemma, If n =1 mod 4, for any c relatively prime with n, the denominator of

S(c, n) is odd. In the definition of S(c, n) we can limit the summation to n — 1 because ((g)) = 0, furthermore,

from the identity ((—x)) = —((x)) it follows that

z bc
((—)) = 0 for every integer c,so we may write the following formula

http://dx.doi.org/10.29322/1JSRP.29.12.2019 11
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(o TN T R ST TS
b=1 b=1

Since ((i—c)) is never 0, because b < n and c is relatively prime with n by hypothesis. Equ(14) can be split into two

further summations is as follows.

n-1
b /bc bc
—(— — l—J ) v wee ven e . Equ(15) and its denominator patently odd
n\n n
b=1
n-1
1 b . n-— 1 Equ. (16)
> — PR qu.
b=1

For more details. See (Choi, et.al., 2018, Grosswald, 2009). The Dirichlet theorem was invented by John Peter
Gustav who was a German mathematician who contributed to number theory, Fourier series and mathematical
analysis. In number theory, Direclet’s theorem is called Direclet prime number theorem which states that for any two
positive coprime integers a and d. There are infinitely many primes formation. The lists several arithmetic
progression with infinitely many primes are shown in “Appendix B” which is collected from OEIS number
sequence. A prime number is a natural number greater than 1 that cannot be formed by multiplying two smaller
natural numbers. Stronger forms of Dirichlet’'s theorem state that any arithmetic progression the sum of the
reciprocals of the prime numbers in the progression diverges and different such arithmetic progressions with the
same modulus have approximately the same proportions of primes. The strong form of Dirichlet's theorem implies a
divergent series that is an infinite series. It is not convergent. It means that the infinite sequence of the partial sum
series does not have a finite limit. For more details see (Vari, 2014). The forking lemma is any number related
lemma in cryptographic research. This concept was first used by David Pointcheval and Jacques Stern in "Security
proofs for signature schemes," published at Eurocrypt in 1996. The forking lemma is specified in terms of an
adversary that attacks a digital signature scheme instantiated in the random oracle model. They show that if an
adversary can forge a signature with non-negligible probability, there is a non-negligible probability that the same
adversary with the same random tape can create a second forgery in an attack with a different random oracle. The
forking lemma was later generalized by Milir Bellare and Gregory Neven. The forking lemma has been used to
prove the security of a variety of digital signature schemes and other random-oracle based cryptographic
constructions. The forking lemma is actually helping theorem which meaning anything is received, such as a gift,
profit, or a bribe, Lemma’s sole purpose to help in proving a theorem or your creative mathematical statements. For
many signature schemes, having two signatures using the same randomness for two different hash values allows
recovery of the private key. This is used in many security proofs by showing that an adversary that forges a valid
signature can be coerced through replaying into producing two signatures of this form. As a consequence, a forgeries
can be twisted into a key recovery attack. The technical question is how can we make sure that the forger is going to

comply to our expectations and really forge two signatures for the same randomness. Indeed, in general, nothing
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forces the adversary to use its randomness in a simple way. In particular, giving him the same coins and forcing
changes the messages is not going to achieve the desired goal, because the adversary is allowed to mix the messages
themselves into the randomness used for signing. The key idea is to restart the adversary with the same randomness,
let it run without change until it generates the message M, that was signed in the first run together with its
randomness and then force a change on the rest of the run. At this point, in a practical setting, we could imagine
using a fault attack on the hash function. However, in a theoretical model, the change is achieved by changing the
responses of the random oracle that models the hash function on the first query that involves My and all subsequent
queries. When we do that, we already know the behavior of the adversary until M, is generated and hope that it will
forge again on M, with the same randomness but a different hash value. This is where the forking lemma comes into
play. It is a technical lemma that analyzes the behavior of an adversary that receives some random values and
outputs a pair of values. The result of the forking lemma is that the probability of getting two related runs with the
same value. More precisely, the forking lemma makes it possible to give two different random signatures of the
same message, to solve some underlying hard problem. A nice proof was given by Bellare and Neven is not too hard
to follow. For more details about forking lemma, see (Bellare,et.al., 2006) . The Liouville function denoted by A(n)
and named after Joseph Liouville who was a French mathematician. It is an important function in number theory and
cryptography. If n is a positive integer, A(n) is defined as A(n) = (—1) @™ where Q(n) is the number of prime

factors of n and counted with multiplicity.

Ain)

1 S

z0 40 [}

T
-
(=]

_1t
Figure 2.2: Liouville function A(n) = (—1)%®™

LiouvilleLambda(n) gives the A(n) = u(n) = p?(n)(—=1)*™ where A is completely multiplicative since Q(n) is
completely additive, i.e.: 2(ab) = 2(a) + £2(b). The number 1 has no prime factors, so Q(1) = 0 and therefore
A1) = 1. For example, LiouvilleLambda(20) = —1. For the details about figure 2.2, have a look (Peter,et.al., 2013,
Drane,et.al., 2012). The Sawtooth shaped like the teeth of a saw with alternate steep and gentle slopes. It uses for
signal design and wireless communication. The convention of sawtooth wave ramps upward and then sharply
drops. In the reverse saw-tooth wave, the wave ramps downward and then sharply rise. The following figure is

represented to clarify the sawtooth function.
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Figure 2.3: A general form of sawtooth function for Dedekind Sum

It is considered for an asymmetric triangle wave. The sawtooth waves are used for music. But in cryptography, we
are just concern about general idea of sawtooth function which was used in Dedekind Sum, because real message
can be retrieved using one of the properties of Dedekind sum. Rabin cryptosystem can be implemented by Dedekind

sum. The product of sawtooth function is used in Dedekind sum. For more details, have a look (Rademacher, et. al.,

1972).

2.2 Michael O. Rabin Cryptosystem

Michael O. Rabin cryptosystem is an asymmetric cryptographic technique. The following encryption and
decryption algorithm is enlisted from (Menzes, et.al., 1997). It uses 4k+3 prime formation where

K=0............... N-1. There are different variant of Rabin cipher which has illustrated bellow.

2.2.1 Cipher Variant-1

Algorithm for key generation:
Each entity creates a public key and a corresponding private key. The entity A should do the following:

= Generate two large random and distinct primes p and g, each roughly the same size.
= Computen = p*q.
=  A’s public key is n; A’s private key is (p, q).
Algorithm for Encryption:
B encrypts a message m for A, B should obtain A’s authentic public key n. then it represents the message as an

integer m in the range of {0,1.... n— 1}. It computes ¢ = m? modulo n and sends the ciphertext (c) to A.

Algorithm for Decryption:

http://dx.doi.org/10.29322/1JSRP.29.12.2019 14
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An entity A finds the four square roots m;, mp, m; and my of ¢ modulo n. the sending message was either m;, m,, ms
or my. A decides which one of them is desired plaintext by ascertaining replicated bits. The computation steps are as

follows.

Step-1: Use the extended Euclidean algorithm to find integers Y, and Y, satisfying p.Y, +q.Y;, = 1.

(p+1)

Step-2: Compute M, = ¢ + mod p.
(a+1)

Step-3: Compute M, = ¢ + mod q.

Step-4: Compute x = (¥, *p * My + Y; *q* M,) mod n.
Step-5: Compute y = (Y, *p* My - Y, xq* Mpy) modn.

The four square roots are x, — x,y and — y (modulo n).

A workout example: The communication between two parties start with key generation: for example, Entity
A chooses the primes p = 277, q = 331, and computes n = p. ¢ = 91687. A’s public key is n = 91687, while A’s
private key is (p = 277, q= 331). A then declares the public key to the other party who uses the public key n to
encrypt message and sends to entity A. after that the entity A decrypts message by its private key. The process of

encryption and decryption is as follows.

Encryption: Suppose the last six bits of original messages are required to be replicated prior to encryption. In
order to encrypt the 10-bit message m = 1001111001, B replicates the last six bits of m to obtain the 16-bit message
m = 1001111001111001, which in decimal notation is m = 40569. B then computes ¢ = m? modn = 405692
mod 91687 = 62111 and sends this to A.

Decry