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Preface

Commercial cryptographers have long been concerned with how much execution time their

cryptographic implementations require.

The amount of time used to encrypt a message or produce a digital signature is often used as a
benchmark when comparing different cryptographic schemes; with all other factors being equal,

the fastest scheme is considered the most efficient and is hence the most marketable.

The amount of time it takes to compute a cryptographic function depends not only on what that
function does but also what inputs are passed to it. Certain encodings of messages may require
less time to encrypt because of the mathematical operations used. For example, an encryption
function based on integer multiplication might be quick to evaluate with pen and paper if the

message to encrypt is a power of ten.

A prudent cryptographer might then try to express every message as a power of ten to exploit this
computational shortcut. However, in addition to messages, cryptographic functions often take
secret keys as input and so the value of a key might influence publicly observably timing

characteristics.
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ABSTRACT

Side-channel analysis is a powerful technique. The principle consists in monitoring some
side-channel information like the running time, the power consumption, or the electromagnetic
radiation. From the monitored data, the attacker tries to deduce the inner-workings of the
algorithm and thereby to retrieve some secret information. Smaller key size is the main
advantage of elliptic curve cryptography, which is mostly used for public key infrastructure, but
the side channel analysis is now well understood by the implementer. A different amount of
running time is taken by cryptosystems depending on the input and the used key. To derive
information about the secret key timing information can be used, which is named as timing
attack on cryptosystems.To guess the private key Timing attacks attempt to exploit the variations
in computational time for private key operations. This type of attack is primitive in the sense that
no specialized equipment is needed. Simply measuring the computational time required by the
user inputs and recording those user inputs an attacker can break a key.We are basically focusing
on the Scalar Point Multiplication algorithm of Elliptic Curve Cryptography. Scalar point
Multiplication consists of sequences of elementary field-operations of point addition and point
doubling.The sequence of elementary field-operations that form the point-addition operation has
a different running Time required than the sequence of elementary field operations that form the
point-doubling operation. We are calculating the time required for sequences of point addition
and point doubling, and on the basis of calculated time we are analyzing the secrete key which is
called as timing attack.We are analysing the performance of Timing Attack on Elliptic Curve

Cryptosystem.

Key Words: Cryptosystem, Side Channel Attack, Timing Attack, Running Time, Elliptic Curve
Cryptography, Public key Infrastructure.
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1. INTRODUCTION
1.1 Background

Mathematical abstraction can be a very useful tool in the study of cryptographic primitives.
Cryptographers often evaluate the security of ciphers by considering them as mathematical

functions used in a scenario similar to the one described in Figure 1.1.

Eve

M ——-I E '-I D |——- M

Figure 1.1: The Traditional Cryptographic Model

In this model, two people, Alice and Bob, attempt to use a cipher to engage in a private
conversation across a public channel. An eavesdropper, Eve, monitors the public channel and
tries to deduce what Alice and Bob are talking about. Eve has at her disposal all the details of the
cipher, except for the secret key (this is known as Kirchhoff’s assumption), a few plaintext-
cipher text pairs generated by either Alice or Bob, as well some reasonable amount of computing
power. Traditionally, any cipher which resisted Eve’s scrutiny in this model was thought to be
secure. Whether or not such a cipher would be implemented in the real world was then a matter
of practicality (e.g., key length, encryption speed, memory requirements). However, as this thesis
will illustrate, ciphers which are secure when specified as mathematical functions are not
necessarily secure in real world implementations. In reality, ciphers are implemented on physical
devices which interact with and are influenced by their environments. Electronic devices, like
pagers and smartcards, consume power and emit radiation as they operate; they also react to
temperature changes and electromagnetic fields. These physical interactions can be instigated
and monitored by adversaries, like Eve, and may result in information which is useful in

cryptanalysis.
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Figure 1.2: A Model Which Includes Side Channels

The traditional cryptographic model does not account for the physical side effects of using
ciphers in the real world. A more realistic model can be described using the concept of a side
channel, as shown in Figure 1.2. A side channel is source of information that is inherent to a
physical implementation. The chapters of this thesis demonstrate how the analysis of side
channel information can be used in cryptanalysis. In particular, one kind of side channel is

examined: execution time. The academic research in this topic was initiated by Kocher [11].

1.2 Research Objective

Aside from standard algebraic attacks, which are not a threat with a good choice of parameters
for the cryptosystem, side channel attacks are particularly effective for breaking the cryptography
running on embedded devices. This powerful class of attacks exploits the information leakage
through side channels such as timings or power consumption. Elliptic curve cryptosystems have
the enormous advantage to consume only little memory and require few computing power.
However, side channel attacks can break their common implementations. Finding
countermeasures against side channel attacks on elliptic curve is a very active research theme. In
this project, proposed system review side channel attacks on elliptic curves.The principle
consists in monitoring some side-channel information like the running time, the power
consumption, or the electromagnetic radiation. From the monitored data, the attacker tries to
deduce the inner-workings of the algorithm and thereby to retrieve some secret information. The

objective of the project is finding out the running time required for sequences of elementary field

2
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operations used in Scalar Point Multiplication algorithm of Elliptic Curve Cryptosystem. Timing
Attack is use to analyze the secrete key on the basis of running time required for sequences of
elementary field operations of point addition and point doubling. On the basis of Timing Attack

we are analyzing the performance of Elliptic Curve Cryptosystem.

1.3 Thesis Organization

Chapter 2 explains the related work, which consists of basics about the Side Channel Attacks.
The different leakage sources on the basis of which attackers try to monitor the internal working
of the cryptosystem and countermeasures and Public Key Cryptosystem environment these
topics are also covered in chapter 2. The basic and required information about ECC is explained
in Chapter 3. This chapter covers the Point addition and Point Doubling operations of ECC and
the elliptic curve on Prime field Fp operations. In chapter 4, basic concepts of Side Channel
Attacks are described. Different types of Side Channel Attacks are also covered in this chapter.
Proposed mechanism for the Timing Attack and the implementation of proposed Timing Attack
mechanism is given in chapter 5. Chapter 6 includes the scenario of Implemented Elliptic Curve
Cryptosystem and the experimental results are discussed. Finally chapter 7 concludes the work of

this study and points out the future work.
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2. LITERATURE REVIEW

2.1 Overview

Side channel attacks have been introduced at the abstract level, a powerful class of
attacks which is particularly effective against embedded cryptography. The silent assumption of
cryptography is that the secret key is stored in secure area. Recently, a new approach has been
proposed to cut the Gordian knot: side channel attacks. The model of side channel attacks
assumes that there exists some correlation between the secret key and side channel information
such as timing or power consumption. By analyzing the information leakage through side
channels, attackers may reveal the secret key. With limited investment, it is possible to deploy
side channel analysis and break the implementation of most of the cryptosystems, unless specific
precautions are taken.Provable security becomes more and more popular in the cryptographic
community. It is now common to see it as an attribute of a cryptosystem. Provable security is at
the protocol level, a harder task may be to evaluate the security of a cryptosystem at the
implementation level. Rather than considering a cryptosystem as a black-box, it has been
assumed that some sensitive data can leak during the course of the execution of a (naively

implemented) crypto-algorithm.Proposed system is mainly focusing on the Timing Attack.

Timing Attacks were first introduced by Kocher [11]. Kocher describes the general idea
of Timing Attack and shortly reports on some results for the RSAREF implementation of the
RSA cryptosystem. The same idea can be used for discrete logarithm based cryptosystems like
Diffie-Hellman, DSS, and other systems claims by Kocher. Later Kocher's timing attack on RSA
was modified and practically examined, e.g. by Dhem et.al. on a RSA smart card implementation
[8], and by Brumley and Boneh on the RSA implementation of the Open SSL library [9]. It has
been observed that no successful practical results for timing attacks when applied to elliptic

curve cryptosystems.

Elliptic curve (EC) cryptosystems have gained large support in recent years after several
standard documents on public key cryptography included EC cryptosystems and EC signature
schemes [15]. Their main advantage in comparison to RSA is significantly smaller key sizes for

similar security levels.
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2.2 Leakage Sources

The typical sources for side channel information are timings, power consumption and
electromagnetic radiations. The assumption of timing attacks is that the duration of the execution
of an algorithm depends on the secret key, and analyzing these durations provides some
information on the secret key. Power attacks rely on measurements of the power consumption:
the instructions of the CPU have characteristic power traces. Similarly, the electromagnetic
radiation emitted by the CPU also depends on individual operations. The knowledge of the

operation sequence may reveal the secret key itself.

2.3 Sources of Side Channel Attacks

Side channel attacks are not only a theoretical work of a circle of researchers, infact, an
attacker without any special mathematical background and a simple oscilloscope may be able to
break some cryptosystems if the designers did not take side channel attacks into account. Some

situations are particularly sensitive.

2.3.1 Weak Hardware

The power source of embedded systems is sometimes provided by an extern source: this
is the case for smartcards. Using relative cheap hardware such as a numeric oscilloscope and a
computer, an attacker has all the necessary tools for side channel attacks. Smartcards do not have
any protection to mask their power consumption: an attacker has only to plug wires at the right
place to be able to measure and exploit it. In other words, even though the key itself is not
directly accessible, it may be correlated with some physical information, which can be easily

measured.
2.3.2 Weak Algorithms

Some cryptosystems are easy sources for side channel attacks. For example, elliptic curve
cryptosystems are based on two operations, which usually present two totally different power

traces. Therefore, it is realistic to expect attackers to be able to retrieve the operation sequence,
5
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which is often intimately connected to the secret key. Generally speaking, correlations with the
secret key and the distinguish ability of individual operations in the side channel information

make the task of the attacker easier.

2.4 Protection against Side Channel Attacks
There are many solutions to achieve resistance against SCA. But embedded systems such
as smartcard must remain cheap while achieving sufficient security and the right solution has to

be chosen while keeping in mind both of its cost and its security.
2.4.1 Hardware Protection

It is possible to mask side channel information thanks to special hardware. However, to
embed such hardware protection, the industrialization processes have to be revised, and the
whole line of products might become obsolete, which causes consequent investments for both of
the clients and the constructor of the device. This is often unacceptable. Besides, some
protections against power attacks may be ineffective against EM or timing attacks. Cumulating

expensive protections becomes rapidly unpractical.
2.4.2 Algorithmic Protection

It is also possible to keep all existing technologies if an algorithmic solution is found.
This is much cheaper and more flexible than modifying the hardware itself. Even if security is
generally achieved at the expense of performances, the price to pay is usually very affordable if
we consider that these countermeasures can offer performances that are almost equivalent to the

fastest known algorithms.
2.5 Public key Cryptosystem

The first notion of symmetric key cryptography dates from thousands of years ago. Julius
Caesar encrypted his secret documents by replacing each character by the character that is
located three positions further in the alphabet. Although it is obvious that this encryption
technique is not free of flaws, it can be used as an example to explain the basics of symmetric
key cryptography. In Caesar’s scheme, encrypting a message means shifting each character over
a certain number of positions in the alphabet. The decryption operation shifts each character over
the same number of positions back in the alphabet. The secret key in this scheme is the number

of positions over which the characters are shifted. In symmetric key cryptography, the encryption
6
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and decryption keys are equal or can be derived easily from each other. This is illustrated in Fig.
1.1, where Alice encrypts a plaintext m using an encryption function E and a key k, resulting
incipher text ¢ = Ek(m). Bob uses the same key for decrypting the cipher textin order to recover
Alice’s original message m = Dk(c). An eavesdropper, called Eve in Fig. 1.1, cannot recover the
plaintext from the cipher text without knowing the secret key k. Eve is allowed, however, to have
full knowledge of the encryption and decryption schemes E and D. This is known as Kirchhoft’s
principle: “A cryptosystem should be secure, even if an adversary knows everything about the

system, except for the key”.
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3. OVERVIEW OF ELLIPTIC CURVE CRYPTOSYSTEM

3.1 Elliptic Curve Cryptosystems

All readers familiar with public key cryptography know the definition of the discrete
logarithm problem in the multiplicative group of a finite field. An analog definition for the group

of points on an elliptic curve as follows.

Definition: IfE is an elliptic curve over Fq and B is a point of E, then the discrete log
problem on E (to the base B) is the problem, given a point P € E, of finding an integer
x € Z such that xB = P if such an integer x exists.

Until 1990, the only discrete log algorithms known for an elliptic curve cryptosystem
were the ones that work in any group. These are exponential time algorithms, provided that the
order of the group is divisible by a large prime factor. Menezes, Okamoto and Vanstone found a
new approach to the discrete log problem on an elliptic curve. They used the Weil pairing to
embed the group of points on E into the multiplicative group of some extension field Fgk. It is
essential for the extension degree k to be small. The only elliptic curves for which k is small are

the so-called ““supersingular” curves.

3.2ECC Basics

Based on the algebraic structure of elliptic curves over finite fieldsElliptic curve
cryptography (ECC) is an approach to public-key cryptography .It represents a different way to
do public-key cryptography. It is an alternative to the older RSA system—and also offers certain
advantages. It was discovered in 1985 by Victor Miller and Neil Koblitz as an alternative
mechanism for implementing public-key cryptography. Public-key algorithms create a
mechanism for sharing keys among large numbers of participants or entities in a complex
information system. Unlike other popular algorithms such as RSA, ECC is based on discrete

logarithm that is much more difficult to challenge at equivalent key lengths.
The mathematical operations of ECC are defined over the elliptic curve:

y2=x3+ax+b



Publication Partner:

International Journal of Scientific and Research Publications (ISSN: 2250-3153)

whereda® + 27b? # 0. Each value of the “a’ and ‘b’ gives a different elliptic curve. All points (x,
y) which satisfies the above equation plus a point at infinity lies on the elliptic curve. the private
key is a random number and the public key is a point in the curve. Multiplying the private key
with the generator point G in the curve the public key is obtained. The domain parameters of
ECC are generator point G, the curve parameters ‘a’ and ‘b’, together with few more constants.
there are other parameters that must be agreed by both parties involved in secured and trusted
communication using ECC, Apart from the curve parameters a and b. The domain parameters for

Elliptic curve over Fp are p, a, b, G, n and h.

p is the prime number defined for finite field F,, . a and b are the parameters defining the
curve y2 mod p=x" + ax + b mod p. G is the generator point (Xg, YG), @ point on the elliptic curve
chosen for cryptographic operations. n is the order of the elliptic curve. The scalar for point
multiplication is chosen as a number between 0 and n — 1. h is the number of points on an elliptic

curve.
3.3 Discrete Logarithm Problem

The security of ECC depends on the difficulty of Elliptic Curve Discrete Logarithm
Problem. Let P and Q be two points on an elliptic curve such that kP = Q, where k is a scalar.
Given P and Q, it is computationally infeasible to obtain k, if k is sufficiently large. k is the
discrete logarithm of Q to the base P. Hence the main operation involved in ECC is point
multiplication. i.e. multiplication of a scalar k with any point P on the curve to obtain another

point Q on the curve.

Elliptic curve cryptosystems rely on the difficulty of solving the ECDLP. If an
eavesdropper is able to solve the ECDLP then the eavesdropper will be able to break the system.
Therefore, it 1s of great importance to understand the methods of tackling the ECDLP. For, the

success of these methods can be use as a measure of the security of the system.
3.4 Scalar Point Multiplication

In Scalar point multiplication a point P on the elliptic curve is multiplied with a scalar k

using elliptic curve equation to obtain another point Q on the same elliptic curve i.e. kP=Q.

Scalar Point multiplication is achieved by two basic elliptic curve operations
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¢ Point addition, adding two points J and K to obtain another point L i.e. L=1J + K.
e Point doubling, adding a point J to itself to obtain another point L i.e. L = 2J.
3.4.1 Point Addition

Figure 3.1: Point Addition

Addition of two points J and K on an elliptic curve to obtain another point L on the same

elliptic curve is the Point addition.

Consider two points J and K on an elliptic curve as shown in figure 3.1. If K # -J then
aline drawn through the points J and K will intersect the elliptic curve at exactly one morepoint —
L. The reflection of the point —L with respect to x-axis gives the point L, which is the result of
addition of points J and K. Thus on an elliptic curve L = J + K. The point at infinity is the

identity element.
Consider two distinct points J and K such that J = (xj, yy) and K = (xx, yk)
Let L=1J+ K where L = (x1, y1), then
XL =" — x;— xg mod p
yL=-ys s (x;—x1) mod p

s = (y5 — yr)/(x; — Xg) mod p, s is the slope of the line through J and K.

10
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If K =-Ji.e. K=(xy, -y mod p) then ] + K = 0. where O is the point at infinity.

If K =J then J + K = 2] then point doubling equations are used.
AlsoJ+K=K+]J.

3.4.2 Point Doubling

Figure 3.2: Point Doubling

Addition of a point J on the elliptic curve to itself to obtain another point L on the same

elliptic curve is the Point doubling.

To double a point J to get L, i.e. to find L = 2J, consider a point J on an elliptic curve as
shown in figure 4.2. If y coordinate of the point J is not zero then the tangent line at J will
intersect the elliptic curve at exactly one more point —L. The reflection of the point —L with

respect to x-axis gives the point L, which is the result of doubling the point J. Thus L = 2J.
Consider a point J such that J = (xj, y;), where y; # 0

Let L =2J where L = (xy, y.), Then

Xy =s2 — 2x; mod p

yL=-y; +s(xy—x)mod p
11
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s = (3x,” +a) / (2y;) mod p, s is the tangent at point J and a is one of the parameters chosen with

the elliptic curve

If yy =0 then 2J = O, where O is the point at infinity.

3.5Elliptic Curve on Prime Field F,,

An Elliptic Curve over F,,, where p is a prime number, can be defined as the points (x, y)
satisfying the elliptic curve equation: y* mod p=x’ + ax + b mod p, where 4a’ + 27b” mod p # 0.
Here the elements of the finite field are integers between 0 & p—1. The prime number p is chosen
such that there is finitely large number of points on the elliptic curve to make the cryptosystem

securce.

The graph for this elliptic curve equation is not a smooth curve. Hence the geometrical
explanation of point addition and doubling as in real numbers will not work here. However, the

algebraic rules for point addition and point doubling can be adapted for elliptic curves over Fp.

12



Publication Partner:

International Journal of Scientific and Research Publications (ISSN: 2250-3153)
4. SIDE CHANNEL ATTACKS

4.1 Terms

Attacks on cryptographic devices differ from attacks on cryptographic algorithms and
protocols. They benefit from the fact that not only mathematical analysis or design analysis (and
their application in an attack on the TOE via the designed user or developer interfaces) is
possible but also physical analysis of the device that actually executes operations using secret
data. This opens the field of passive and active attacks using the intended interface of the device,
as well as invasive, semi-invasive and non-invasive attacks that open and/or exploit additional,
non-intended channels which, in consequence, may leak information on the secrets such as
private key material. Side-Channel cryptanalysis uses physical observables resulting from
internal states and processes of a cryptographic computation as additional information source for
cryptanalysis. The term ‘physical observable' is understood to be any property of a physical
system state determined by a physical operation. The outcomes of the measurement of physical
observables are real-valued vectors. In other words, the internal state changes of the physical
device (including the state changes caused by operations with secret keys) cause instantaneous

leakage that can be exploited. Such side-channel information may arise from observations of

e Varying execution time of operations (on all granularity levels from
clock cycles, over single CPU instructions to whole algorithm executions),

e Varying power consumption during operation,

e Varying electro-magnetic emanation during operation,

e Enforced unexpected behavior (not designed system state changes, that cause
leakage on the designed TOE interface or on side-channels) in consequence

of transient or permanent device faults, e.g. induced by irradiation, and more.

These typical examples should be considered and complemented, if necessary, by the
evaluator. Other side-channels or combinations of it might be relevant depending on the Security
Target (ST) and the TOE.

The observables of the attack are real-valued vectors, that are recorded and stored in such
a way that they are available as input for mathematical (especially statistical) analysis. Side-
13
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channel cryptanalysis typically has the aim to recover secret (private) cryptographic keys, or
plaintext, or dependent on the scheme, also other data. In order to compromise cryptographic
keys, side-channel cryptanalysis can also be used to learn blinding values, intermediate results or
parts of the cryptographic key. The complete key is then recovered by brute force or
mathematical cryptanalysis. Further, it might be used in an intermediate attack step to learn
secret values used in countermeasures such as blinding or masking. Other scenarios, such as
reverse engineering of unknown devices with the goal to learn critical design information from a
black box are used in practice, but for the purpose of a CC evaluation of an ECC TOE, they are
not relevant, because this knowledge has to be passed to the evaluator by the manufacturer and is

assumed to be known a-prior to the evaluator.

An adversary is successful if side-channel enhanced cryptanalysis leads to a critical
entropy loss of a secret cryptographic key. In the context of CC, it is sufficient to calculate the
attack potential required by an attacker to perform an attack. The underlying objective is to aid in

expressing the total effort required to mount a successful attack.
The side-channel analysis methods include, but are not limited to,

e Simple Power analysis (SPA),

e Simple Electromagnetic Analysis (SEMA),

e Timing Analysis (TA),

e Differential Power Analysis (DPA),

e Differential Electromagnetic Analysis (DEMA),
e Profiling Analysis,

¢ Differential Collision Analysis (DCA),

e Higher Order Differential Side-Channel Analysis, e.g. second order DPA,
e Multivariate Analysis (Template Attacks),

e Simple Fault Analysis (SFA),

e Differential Fault Analysis (DFA),

e Stochastic Approach.
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SPA attacks directly interpret power consumption traces, that are usually preprocessed
(e.g. by filtering) to make inner parts of the algorithm execution visible. In this context average
traces or traces are also treated as the standard deviation / variance of the collected power

consumption traces.

SEMA attacks work accordingly with another side-channel, the electro-magnetic
emanation during the execution of the cryptographic algorithm. SPA and SEMA are sometimes
called SSCA (Simple Side-Channel Analysis).

Timing attacks exploit differences in the time needed for the execution of data-
dependent steps of the cryptographic algorithm implementation in order to recover an unknown
secret parameter, e.g. the cryptographic key used. The measurement of the time can focus on the
overall runtime, e.g. between message input and reception of a result or on local steps that are

identified by means of another side-channel such as power traces in SPA.

DPA attacks exploit the data dependency of the power consumption of cryptographic
devices. They use a large number of (possibly preprocessed) power traces to analyse the power
consumption at a fixed point in time as a function of the processed data. They can be organized

in five steps:

e Choosing an intermediate value of the executed cryptographic algorithm, that
depends on the secret to be attacked

e Measuring the power consumption

e Calculating hypothetical intermediate values

e Mapping hypothetical intermediate values to hypothetical power consumption

values

e Comparing the hypothetical power consumption values of each key
hypothesis with the recorded power traces by computing the dependency
traces (e.g. correlation traces) between them.
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DEMA attacks work accordingly with the electro-magnetic emanation during the
execution of the cryptographic algorithm. DPA and DEMA are sometimes called DSCA
(Differential Side-Channel Analysis).

Profiling Analysis works similar to DPA with the same amount of data. In contrast to
DPA, it does not set up hypotheses on secret values but uses known input, output or intermediate
values instead. In this way an attacker can, e.g., identify the time at which the value is loaded or
computed and hence narrow the time interval for critical executions with sensitive data, and

eventually observe hardware characteristics such as register widths.

Template attacks can be performed, e.g., as SPA or as DPA. They consist of a profiling
stage with identification of the so called points of interest and a key recovery stage. At the
profiling stage, for each key-dependency, a template, i.e. a multivariate characterization of the
key-dependent leakage signal, is produced that is later used in the key recovery stage.

Fault analysis (fault channel cryptanalysis) uses physical means in order to modify
internal states of the TOE, aiming at obtaining additional information for cryptanalysis by
observation of faults and their differences to normal behavior. A fault is defined as an abnormal
condition or defect of a component which may lead to a transient or permanent malfunction.

Fault analysis can be applied in a simple or differential approach (SFA / DFA).

The Stochastic Approach can be seen as a further development of the template attack. It
consists of a profiling step and a key-recovery stage and operates on a small key subspace. But in
contrast to the template attack, it uses a specific approximation for the estimation of the part of
the side-channel signal (random variable) that only depends on the sub key and the input

message.

Side-channel analysis methods are called non-invasive if the cryptographic boundary of
the TOE is left intact. This is typically the case for TA, SPA/DPA, SEMA/DEMA, DCA,
stochastic approach and template attacks. Even SFA and DFA can be considered non-invasive if
power glitches are applied to the TOE, but typically at least a semi-invasive approach is

necessary for fault analysis, where e.g. a chip is de-packaged, but the chip surface is not harmed.
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Invasive attacks physically access components such as buses, memory and processor registers of

the TOE, violating the cryptographic boundary.
4.2 Types of Side Channel Attacks

Through side-channel information like the running time, the power consumption, or the
electromagnetic radiation attackers try to analyse some secret information, on the basis of secret

information analysed by the attacker there are three types of Side Channel Attacks as follows.

4.2.1 Timing Attack

Cryptosystem
—P (secret key) —»
Input Output
< >

Time Interval
(measured)

Figure 4.1: Timing attack

Kocher presented the timing-attacks: Attackers carefully measure the amount of time
required to perform the private key operations. This attack could be applicable to the elliptic
curve cryptosystems including ECDSA. Time required to perform the conventional scalar
multiplication algorithm based on the Weierstrass-form depends on the bit-patterns (and on the
ratio between the number of zeros and the number of ones) of the secret value. Whereas the
scalar multiplication on the Montgomery-form elliptic curve does not depend on the bit-patterns
(nor on the ratio between the number of zeros and the number of ones) of the secret value. It has
exactly seven multiplications and four square-multiplications on Fpper bit. This is due to the
specific algorithm for computing scalar multiplication nPfrom P, which repeatedly calculates
either 2mP, 2m + 1)P) or (2m + 1)P. 2m + 2)P) from (mP, (m + 1)P) in the Montgomery-form
elliptic curves. The computation via by choosing a representive in the projective coordinates

randomly is also useful for making it more difficult to measure the amount of time required.
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Compute the scalar d multiplications on the a. coordinates (x, y) via a corresponding projective
coordinates (kx, ky, k), where k is randomly choose. Thus, Montgomery-form elliptic curves are
shown to be useful for public-key cryptosystems from the point of view of not only efficient

implementation but also protection against timing-attacks.

4.2.2 Power Attack

Power attacks arise from the actual implementation of the cryptosystems, which differ
from the ideal cryptosystems. There are leakages of information in addition to input and output
data while the cryptographic devices (e.g. smart card) execute cryptographic transactions (e.g.
signature, encryption, decryption). An attacker may use the leakages for his estimate. In 1996,
Kocher proposed timing attack. Timing attack is one of the power attacks in which an attacker
uses timing of execution for estimate of the secret key. Recently, Kocher et al. proposed DPA
(Difterential Power Analysis) and SPA (Simple Power Analysis) DPA is a power attack in which
an attacker uses power consumption and analyzes such data statistically, and SPA is an attack
without statistical analysis. Coron generalized DPA to elliptic curve cryptosystems with the
following SPA-immune scalar multiplication algorithm. For the purpose of constructing
cryptosystems with immunity to DPA, characteristics of DPA are described, how an attacker
estimates the secret key in the attack. The point of this attack is “a difference between executing
procedures (non-symmetry)” and ‘“an appearance of a predicted special value”. First, the
executing procedure of typical cryptographic transaction depends on the secret key.
Consequently, the executing procedure of cryptographic transaction differs from secret key to
secret key. If an attacker finds the difference of the executing procedure from leakages, attackeris
able to derive the information on the secret key. Actually, since it is hard to find the difference of
executing procedure as it is, attacker treats it statistically and makes its bias big, and finally
attacker finds the difference of the executing procedure. Next, if an appearance of some specific
value on the cryptographic transaction depends on the secret key, an attacker is able to detect the

secret key by whether the value appears on the execution or not.
4.2.2.1 Simple Power Analysis

SPA is executed on one single power trace, where the attackers identify the power

signature of special operations which are related to some data of the secret key. Typically, to find
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conditional branches depending on the secret key in the implementation of the cryptosystem it

can be expected, such as:
if condition on the secret key then do operation A else do operation B

If it is possible to distinguish the power signatures of operations A and B, the condition

on the secret key can be retrieved.

operations A A B A B
key 0 0 1 o 1

Figure 4.2: Simple power Analysis
4.2.2.2 Differential Power Analysis

Sometimes the dependence on the secret key induces tiny differences in the power trace,
and these differences are embedded in the noise. To extract such information, attackers may use
the averaging technique, where the noise level is decreased by averaging the power traces with
different inputs to the cryptosystem. The principle of DPA is to guess the value of some bit of the
secret key and verify the validity of the assumption with the collected power traces. More
precisely, given the assumption on the secret key and the input of the cryptosystem, the
corresponding power traces are classified into two classes CO and CI in which a specific
attribute remains the same. For example, there is a special spike in every power trace of CO and
Cl. Inside a class, the spike is always the same, but it is different in the two classes. Because the
characteristic attribute of the classes is usually too small to be detected within one power trace, a

function for explicitly computing the class of a the power trace is needed:
F: (input, bit of the secret key) — {class 0, class 1}

By computing the difference of the averaged power trace in each class, the constant

common part of the power trace tends to vanish and only the attribute, which is different in each
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class, remains in the form of spikes. However, if the assumption on the bit of the secret key was
not correct, the classification is random and the average power traces are the same in the two
classes. Therefore, if spikes are visible in the differential signal, the assumption on the secret key

is correct, and if no spikes are visible, the assumption is wrong.
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Figure 4.3: Differential Power Analysis

4.2.3 Electromagnetic Attack

Nowadays, CMOS is by far the most commonly used technology to implement digital
integrated circuits. A CMOSgate consists of a pull-up network with p-MOS transistors and a
pull-down network with n-MOS transistors. Those networks are complementary: when the input
is stable, only one of the two networks conducts. The most simple logic gate is an inverter; its
power consumption is representative for all logic ports and gives a general image of the power
consumption in a CMOS circuit. During the functioning of the inverter, 3 types of power
consumption can be distinguished. The leakage current, the current that flows from the power
source to the ground during the switching from 0 to 1 (short-circuit current) and the current used
to charge and discharge the different capacitors in a digital network (dynamic power
consumption). The last one causes the biggest power consumption in present designs. Important
to note is that these capacitors are necessary to maintain the two different logic levels. In

addition, all capacitors for each gate differ, which results in a different power consumption of the
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different gates according to the data being processed. The sudden current pulse that occurs
during the transition of the output of a CMOS gate causes a variation of the electromagnetic field
surrounding the chip; this can be monitored for example by inductive probes which are

particularly sensitive to the related impulsion.

Two types of electromagnetic analysis attacks are distinguished. In a simple
electromagnetic analysis (SEMA) attack, an attacker uses the information from one
electromagnetic radiation measurement directly to determine (parts of) the secret key. In a
differential electromagnetic analysis(DEMA) attack, many measurements are used in order to
filter out noise and the key is derived using a statistical analysis. While SEMA exploits the
relationship between the executed operations and the electromagnetic radiation, DEMA exploits
the relationship between the processed data and the electromagnetic radiation. A SEMA attack is
typically used when there is a conditional branch in the algorithm, which results in a different
radiation pattern whenever the branch is taken. A DEMA attack uses the property that processing

different data needs a distinct amount of power and radiates a different field.
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5. DESIGN AND IMPLEMENTATIONOF PROPOSED TIMING ATTACK

MECHANISM

5.1Proposed Timing Attack Mechanism

Depending on the input and the used key, cryptosystems often take slightly different amounts of
running time. To derive information about the secret key this timing information can be used.
Timing Attacks is a new class of attacks on implementations of cryptosystems. Timing attacks
attempt to exploit the variations in computational time for private key operations to guess the
private key. This type of attack is primitive in the sense that no specialized equipment is needed.
An attacker can break a key by simply measuring the computational time required by the user
inputs and recording those user inputs. The focus is basically on the Scalar Point Multiplication
algorithm of Elliptic Curve Cryptography. Scalar point Multiplication consists of sequences of
elementary field-operations of point addition and point doubling. The sequence of elementary
field-operations that form the point-addition operation has a different running Time required than
the sequence of elementary field operations that form the point-doubling operation. The time
required for sequences of point addition and point doubling is calculated, and on the basis of

calculated time the secrete key 1. e. decryption key is analysed.

Generating Point Random Number

\/

Profiler Code

A 4

Time of Instruction Execution

A

Decryption Key

Figure 5.1: Proposed Timing Attack Mechanism
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Figure 5.1 shows the flow of proposed timing attack mechanism. Profiler code analyses the
time required to execute the set of instructions written under it. Profiler evaluate the running time
of set of instructions written for Addition and Doubling operations of elliptic curve cryptosystem
for calculating the public keys of the user involved in communication, as the running time
required for Addition operation is different than the running time required for Doubling operation
of the Elliptic curve cryptosystem. On the basis of these running time required for different size

of prime number, we calculate the Probable Secrete key.
5.2 Scalar Point Multiplication Algorithm

In Scalar point multiplication a point P on the elliptic curve is multiplied with a scalar k

using elliptic curve equation to obtain another point Q on the same elliptic curve i.e. kP=Q.
Algorithm 1: (Scalar Point Multiplication)
Input: Point P, integer k > 0 with binary
representation k = (1 kw-2... k0)2.

Output: Point k - P

I.LetQ=P

2. forj=w-2downto 0 do

Q=2-Q

ifkj=1thenQ=Q +P

done

3. return Q

The Elliptic Curve Discrete Logarithm Problem (ECDLP) is defined as the problem
computing the integer k only with knowledge of the elliptic curve E and the two points P and Q =
K-PeE(GF(p)) without prior knowledge of k. ECDLP is generally considered to be a very
difficult problem if the field characteristic p is sufficiently large (at least 160 bit), and the order
of the group of points on the elliptic curve is prime (or "almost prime"). Up to now, there exists
no algorithm that can solve ECDLP for such curves in reasonable time. Therefore point
multiplication was chosen as the "trapdoor one-way function" used in elliptic curve public key
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cryptosystems (ECC) and elliptic curve signature schemes (ECDSA). Timing attack use the
following scenario: Assume that the unknown secret key k is stored securely and cannot be
accessed directly. Compute k - Pi for arbitrarily many random points Pi. Moreover it is posible to
determine the running time Ti of each of these computations (in our simulation, we uses
Algorithm 1 for fast multiplication). Running times for a single point addition or point doubling

for arbitrarily chosen points might also be determined.

5.3The Attacker’s Task

The attacker has the ability to observe a sequence of elliptic curve operations, thus, the attacker’s
aim is to calculate and exploit the probabilities of certain sequences of bits given an observed
sequence of elliptic curve operations. Using the information of such conditional probabilities, the
key-space that has to be searched to find the correct ephemeral key, can be significantly reduced.
This is because certain combinations of patterns in the power trace and certain combination of
digits are less likely than the others (or even not possible at all). The attacker’s task can be stated
in a more formal way. Let X be a random variable that denotes a sequence of elliptic-curve
operations and |X] the length of X (i.e. the number of elliptic-curve operations in this sequence).
For example, X=“DDD” (i.e. the realization of the random variable X consists of three
consecutive elliptic-curve point-double operations) thus |X| = 3, or X=“DAD? (i.e. the realization
of the random variable X consists of an elliptic-curve point-double operation, an elliptic-curve
point-addition operation and an elliptic-curve point-double operation) thus |X| = 3. Let Y be a
random variable that denotes a sequence of digits in the digit representation of & and |Y | the
length of Y (i.e. the number of digits). For example ¥ = “000” (i.e. the realization of the random
variable Y consists of three consecutive zeros) thus | Y | = 3, or Y= “01” (i.e. the realization of the
random variable Y consists of a zero and a one digit) thus |Y | = 2. Then the attacker’s goal is to

calculate and exploit the conditional probability.

5.4Mathematical Model

Let us denote a set of inputs (plaintexts) to the system by Sy = {M;,M,Ms,...... M,} All the
possible keys compose the key set denoted by Sk = {K;,Ky,Ks,............ K4} where d is the
number of possible keys. If the cryptosystem implementation we want to attack is vulnerable to

timing attacks, the timing distribution of the input will be dependent on the key used in the
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system. Thus for key K;, we will have a timing distribution donated by ) Pi(t)= F(Sym , Kj ) which
is different from that of other keys.

For the system to attack, the timing information is measured for a set of input values
from the set Sy, and form a timing distribution P(t). The attack to the system will be reduced to a
usual detection problem which tries to detect K; knowing P; (t) and P(t). regular detection
solutions can be applied to solve the problem at least in theory. For example, the detection
problem has a general form of the solution: if T (P(t), K; ) > Threshold ( K;, Sy ) , Kj is detected.
As long as the proper transform function T() and the threshold functions are found, the system is

broken.

5.5 Timing Attack applied to Elliptic Curve
Timing attack is based on the following idea. Denote by kj the j-th bit of the secret key k. the

following equation for the total running time is got in algorithml with input point Pj :
w-1

Ti= et 2 (Di,j*tkjdi ;)
=0

In this formula, Di1,j denotes the time needed for a point doubling operation for bit j, and Ai,j
denotes the time for an addition operation for bit j, ei is some "noise" (run time for looping, if-
operation, and other external influences). Note that both the doubling time Di,j and the addition
time Ai,j depend on the chosen random point Pi (index 1) and the iteration index j. Let 0 <r <w,
and assume that we already know the "upper" bits kw-1 , ..., kr+1 of the binary representation
of the secret key k. The fundamental idea is the fact that the values of Di,r and Ai,r can be
determine with this information. For every sample point Pi the known bits of k are use to
determine the value of the point Q at the beginning of iteration j = r in Algorithm 1. Once these
points are known, both Di,r and Ai,r can be determine using the decryption device (It is assumed

that the run time for a single point operation can be determine).
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6. RESULTS AND DISCUSSION

6.1Scenario Description

Scenario consists of two users A and B try to communicate under public key
cryptosystem environment secured through Elliptic Curve Cryptosystem mechanism. Different

snapshots will describe the overview of scenario.

r 1
| £| Performance Analysis of Side Channel Attack on Elliptic Curve Cryptosystem E@ﬂ

Side Channel Attack on ECC

Curve Parameter |
Prime Number Enter Curve Equation : [x"3+6x+7 || validate
Generate Key eqg.i-(y*2=x*3+ax+b)
Save Key Elliptical Curve :
Verify Key
Timing Attack
EllipticCurve: ¥ 3+Gx+7 - Given Equation.
EllipticCurve: Equation |s Of Degree 3.
EllipticCurve: 6 - Parameter A
Plz Enter EllipticCurve: 7 -Parameter B.
Any Valid EllipticCurve: ¥"3+6x+7 -Created succesfully.
Elliptic Curve
Equation.
Curve Param. | | Prime No | | Generate Key | | Save Key | | Verify Keys | | Done | ‘

Figure 6.1: Curve Validation

As shown in Figure 6.1, the validity of the Elliptic curve is being checked. Whether the
entered curve equation is of degree three or not, under the condition 4a® + 27b* # 0.Calculate the

parameter A and B.
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r Y
|£:| Performance Analysis of Side Channel Attack on Elliptic Curve Cryptosystemn Elﬂlg

S7de Channel Attack on ECC

Curve Parameter
Prime Number Enter Prime Number : |65 | [ wvalidate
Generate Key Any Prime No. (Large Ho)
Save Key Elleptical Curve Points :
Verify Key
Timing Attack
Frime Mo : 55 -Given Prime Mo.
Frime Mo : 55 -Mot Prime Mo.
Frime Mo Searching Prime Mo Less Than Given Mo,
Plz Enter Frime Mo : 51 -ls Prime Mo.
Any Valid
DL s (2 Elliptic Curve Equation : #3+6x+7 mod(61)-Is Valid Equation.
Equation.
Curve Param. | | Prime No | | Generate Key | | Save Key | | Verify Keys | | Done | ‘

Figure 6.2: Prime Number Validation

As shown in the figure 6.2 the validity of prime number is being checked, whether
entered number is prime or not, otherwise calculate the valid prime number just smaller than the

entered number by user.
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| £:| Performance Analysis of Side Channel Attack on Elliptic Curve Cryptosystem EIM
Side Ch I Artack ECC
Curve Parameter -
Prime N ber | Ganerate Curve Points | | Ganerate n (nG=0}) |
Generate Key Select Order Of Point : 35
Save Key -~ .
o - Elleptical Curve :
Verify Key Ty touToT ooy oy e =
Timing Attack (34,29) (34,32) (40,21} (40,40) (41,0} —
42,7) (42,.54) (4317) (43,44) (46,18)
(46,43) (47,30) (47,31) (50,14) (50.,47)
(51,17) (51,44) (53,22) (53,39) (54.7)
(54,54) (55,11) (55,50) (57.23) (57.,38)
(59,29) (59,32) (60,0) (-
Plz Enter Total Mumber Of Points Are : 63
Any Valid N
Elliptic Curve The Generating Point 1= : Gi1,21)
Equation. The Order Of Point Is : 35
The Point Of Inf. O Is O(60,16) I~
| Curve Param. | | Prime No | | Generate Key | | Save Key | | Verify Keys | | Done | |
L. -

Figure 6.3: Curve point generation and select the Order of Point for calculating the

Generating Point and Point of Infinity.

Figure 6.3 shows the total number of curve points generated on the Elliptic Curve. The

order of point is being sated for calculating the Generating point and Point of Infinity.
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| £} Performance Analysiz of Side Channel Attack on Elliptic Curve Cryptosystem E@g
Side Ch [l Attack ECC
Curve Parameter
— Generate A,s Key || Generate B,s Key |
Generate Key Select Private No: |33 : Less Than n (Number Of Points )
Save Key —
Verify Key Elliptic Curve Key :
(R "z Secrete No 31 -Given Secrete Na.
A”s Private Key : 31 -Given Secrete No.
A"s Public Key : (17,52) -Generated Public Key.
Plz Enter B"s Secrete Mo : 33 -Given Secrete No.
Any Valid
B"s Private Key : 33 -Given Secrete No.
Elliptic Curve B"s Public Key : (20,15) -Generated Public Key.
Equation.
CurveParam. || PrimeNo | | Generatekey | | savekey | | verifyKeys || Done | |

Figure 6.4: Public key generation for user

Figure 6.4 describes the public Key generation for the users A and B on the basis of
Secrete number selected by the user A and B respectively. Public key of the user is calculated
with the help of Random number i. e. secrete number selected by the user and the Generating

point set with the help of order of point by performing addition and doubling operation on them.
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|£:| Performance Analysis of Side Channel Attack on Elliptic Curve Cryptosystem

= B |

Side Channel Attack on ECC

Curve Parameter - -
Prime N e | Verify A,s Key | | Verify B,s Key |
Generate Key
Save Key T
Verify Key Elliptical Curwve :
Timing Attack &'s Private Key : 21 -Given Secrete Mo.
B's Public Key : (20,15) -Generated Public Key.
Secret Key : (1,40}
B's Private Key : 33 -Given Secrete Mo.
Plz Ente:
neer ~'s Public Key | (17 52) -Generated Public Key.
Any Valid
Elliptic Curve Secret Key : (1,40}
Equation.
Curve Param. | | Prime No | | Generate Key | | Save Key | | Verify Keys | | Done: | |

Figure 6.5: Secrete key generation

Figure 6.5 shows the secrete key or shared key. Which is calculated for user A by private
key of user A and Public key of user B, and for user B by private key of user B and public key of

user A.

6.1.1 Implementation of Profiler:

Profiler code analyses the time required to execute the set of instructions written under it.
Profiler evaluate the running time of set of instructions written for Addition and Doubling
operations of elliptic curve cryptosystem for calculating the public keys of the user involved in
communication, as the running time required for Addition operation is different than the running
time required for Doubling operation of the Elliptic curve cryptosystem. On the basis of these
running time required for different size of prime number, the Probable Secrete key is calculated.

Figure 6.6 shows the Elapse Time for the respective size of Prime number. Figure 6.7 shows the

probable secrete key after applying the Attack.
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Side Channel Attack on ECC

Curve Parameter
Prime Number
Generate Key
Save Key
Verify Key
Timing Attack Time Taken Is . 4ms

Run Profiler | | Apply Attacks |

Elleptical Curve :

[ »

Secret Key Found ls: 19
Mow checking for © 16-bit Prime Mo

Time Taken s : 4ms
Flz Enter
Secret Key Foundls: 5 —
Any Valid
Mow checking for © 8-bit Prime Mo

Elliptic Curve

Equation. Time Taken Is . Sms

Secret Key Foundls: 5 -

Curve Param. || Prime Ho | | Generate Key | | Save Key | | Verify Keys | | Done | ‘

Figure 6.6: Elapse Time for respective bits of Prime Number
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|£| Performance Analysis of Side Channel Attack on Elliptic Curve Cryptosystem E@g

Side Channel Attack on ECC

Curve Parameter
Prime Number |
Generate Key
Save Key
Verify Key
Timing Attack

Run Profiler | | Apply Attacks |

Elleptical Curve :

Applying Attack -

Time Taken To Successfully Applying Attack 1s @ 1Tms

For SecretKeyls: 5

Plz Enter

Any Valid

Elliptic Curve

Equation.

Curve Param. || PrimeNo | | Generatekey || savekey || verfykeys || Done |‘

Figure 6.7: Probable key after applying the attack.
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6.2 Experimental results

Table 6.1 describes some practical information applied to random scalars of different sizes. The
length of prime number, the complete running time, and the average number of iterations for one
bit of the scalar are shown. It should be noted that all the point computations and field
inversions were repeated several times, until the variance of the single timings for these
operations was sufficiently small (and hopefully the timing error sufficiently small). Seeing
the number of iterations (i.e. backtracks) especially for large scalars, several parameters of our
implementation of the timing attack algorithm (e.g. the sample number, the definition of

"sufficiently different") are concluded. Further examinations and determination of optimal

parameters have to be done in future.

Length of Average number of | Total Running
Prime . A . .
Number iterations per bit Time
2% 1 3.54 11 min 13 sec
2% 0.71 1 min 20 sec
221 1.16 18 min 37 sec
2% 0.84 7 min 1 sec
281 1.10 27 min 15 sec
2% 0.94 12 min 8 sec
271 2.33 53 min 32 sec
2% 1.28 22 min 7 sec
213 4.06 58 min 8 sec
o128 1.37 43 min 32 sec
2191 7.38 59 min 26 sec
2159 1.88 53 min 15 sec

Table 6.1: Experimental Results of timing Attack

Figure 6.8 shows the graph of Length of Prime Number and Total Running Time Required,
where as figure 6.9 shows the graph of Length of Prime Number and the Average Number of

Iterations per Bit.
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Figure 6.8: Graph of Length of Prime Number Vs Total Running Time
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Figure 6.9: Graph of Length of Prime Number Vs Avg Iteration/Bit
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7. CONCLUSION

Proposed system reviewed Timing attack on elliptic curve cryptosystems. The running
time of the attack can be several minutes; it always succeeded to determine the secret scalar..
Therefore timing attacks should be considered as a serious threat for EC security system

implementations.

With this work, proposed system examined the necessary factors to assess the
vulnerability of an ECC system to the Timing Attack. Proposed system have tried to find
weaknesses in computational algorithm used in ECC implementation. However, it cannot be
claimed so far that all implementations of ECC are resistant to timing attacks. It seems that the
basic algorithms used to implement ECC system could cause the system to be vulnerable to a
timing attack. The implementation determines whether a cryptosystem is vulnerable to a timing

attack.

In future work we are optimistic that further experiments can greatly improve the still
large running time by searching for more optimized parameters for Elliptic Curve based
Cryptosystems.Further research is needed to examine whether the third timing attack variant can
also be applied to different multiplication algorithm, especially the very popular algorithms using

signed binary expansions.
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