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Abstract- The aim of the research was to investigate and reveal the construction mechanism of a component-based nonlinear S-box. The
nonlinear S-box is a vectorial Boolean function. When a vectorial Boolean function is used as an S-box, it can be straight, compressible,
and expandable. The application of S-boxes is noticeable in modern block ciphers. In this article, the construction of a nonlinear S-box
based on a vectorial Boolean function is presented for scientific readers. Actually, the substitution box is a Boolean space where
substitution takes place through an action of the S-box (mathematical function) and provides confusion in block cipher. Computational
and exploratory research methods were applied in this research. Reviewing a number of current S-box construction techniques and
applying ideas mathematically to construct a new S-box was the primary initiative to conduct this research. Critical thinking was the
main key to capturing the mathematical notion behind the nonlinear S-box. Data collection methods were a literature review, an online
survey questionnaire, and a focus group discussion. The population of the research work was doctoral students and professors.

Index Terms- Cryptography, S-box, Nonlinearity, vectorial Boolean function, Boolean Space.

l. INTRODUCTION

Cryptology is the study of the of the science of secure communication techniques. It includes both the terms cryptography and

cryptanalysis. Cryptography is used to create nonreadable code (messages). In general, we classify cryptography into two
categories: classical and modern cryptography. Symmetric, asymmetric, and hash-based cryptography are used in our current digital
security system. Further, the symmetric ciphers are categorized into two categories: stream ciphers and block ciphers. We notice the
application of cryptography in our daily lives: computer passwords, digital currencies, secure web browsing, digital signatures,
authentication, and so on. The encryption and decryption are done to achieve security in a cryptosystem. One of the aims of developing
an S-box is to understand the construction mechanism of an S-box in block ciphers. S-box is a substitution cipher where symmetric
encryption ciphers are used. The substitution box (S-box) is the main component of many modern symmetric encryption ciphers and
provides confusion between the secret key and ciphertext. Boolean functions have the capability to provide both confusion and diffusion.
The confusion technique is achieved by the nonlinearity parts of a cryptosystem. On the other hand, diffusion is achieved by making a
small change in the input.

A. Boolean function

A boolean function is a function whose arguments and result assume values from a two-element set {0 = false, 1 = true}.
The Boolean function is also called a switching function in an electric circuit. A boolean function f of n variables is an arbitrary
mapping from Z," to Z,. An n-variable Boolean function can be defined as f: f,n — f,. There are different categories of
cryptographic Boolean functions [1,2,3]. But which type of Boolean function needs to be used in the construction of the S-box
actually depends on the type of S-box. Boolean functions and S-box construction play a fundamental role in the design of the
symmetric-key cipher. The number of Boolean functions of degree 4 is 22" = 22" = 65536 where the number of linear
Boolean functions is 2" = 24 = 16 and the number of nonlinear Boolean functions is 22" — 2" = 22" — 2% = 65520, the
number of affine functions of 4-dimensional vector space is 4, = 2"*1 = 24+1 = 32,

B. Single-valued Boolean Function

A single-valued Boolean function is a function that gives us a single output after taking multiple inputs. For example, when
n =2, a single-valued Boolean function will be f:Z?—>Z, orf: Z,xZ, > Z, or f:{0,1}x{0,1} - {0,1} >
f:{00,01,10,11} — {0,1}.
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C. Multi-valued Boolean function
A multi-valued boolean function is a function that generates multiple outputs after taking multiple inputs. For example, when
n = 2, a multi-valued Boolean function will be f: Z}' > Z)" & f: ZZ - Z2 or f: 7, x L, > 7, x Z, or f: {0,1} x{0,1} =
{1,0} x{0,1} » £:{00,01,10,11} - {10},{11},{00},{01}.

D. Vectorial Boolean Function
In cryptography, a substitution box (S-box) can be any function. The function that is going to be used in this research is the
vectorial Boolean function [4]. This is basically used in block ciphers. It is a basic component of a block cipher. A vectorial
boolean function (F) is constructed by combining the 2*~1 numbers of boolean functions (f). Where n is denoted by the n-
dimensional vector space [5]. Since a vectorial Boolean function (IF) is a collection of boolean functions, it can be represented

mathematically as a vector-valued function.
F(xy o %2,%1) = frn(Xn . X2,%1) D o1 (X X2, X1) @ et vt vee e e et e e e e e @ o (K 1o X0, 1) @ f1 (% - X, X1)

filxn %2, %) =(apxy @ ap_1xp_1 D..... D a;%,D ay)
fo(xn . x2,x1) =(ApXy @ Ap_1Xp_1 ®. ... 0 a1 x,D ay)
fo(xy oo x5, x1) =(anXy @ ap_1Xp-1 ®.....0 a1 x,D ayp),

E. Boolean Space

Boolean Space (B™"):n = 0,1,2 . e e vev v v v e — 1
Zero-dimensional Boolean space or Zero-degree Boolean space (B°): I:I @ 2°=1

One-dimensional Boolean space (B?): I:I:I o0 2=

Two-dimensional Boolean space (B?): I:I 22 =4

Three-dimensional Boolean space (B?):

ale 10

Four-dimensional Boolean space (B*):

2*=16

Boolean spaces above are treated as a substitution box.

F. Linear Vs Nonlinear Boolean function

The boolean function f'in n variable is said to be linear if it satisfies the linearity property: for example, f(x @ y) =

fC)®f).
X f1(Constant 0 function) L=x | f5=% f, Constant 1 function)
0 0 0 1 1
1 0 1 0 1

The function (f;, f,) is a linear Boolean function because both f; and f, satisfy the linearity property f(x@y) = f(x) @ f ().
On the other hand, the functions f, and f; are nonlinear Boolean functions.
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G.

Affine Boolean function

The boolean function with an algebraic expression where the degree is almost one is called an affine boolean function. Any
boolean function f is called affine if it can be represented as "I, ,(x) = (a,x)@ b, where a € F,n and b€ F,. So, the
representation of an affine function as a vector-valued function of the form fi¢rine = (Xp .. X2.X1) = ApXp+an_1Xp_q +....
+a,x, + a,. This is called a general form of the n-variable affine function from a boolean perspective [6].

Algebraic Normal Form

There are some Boolean functions that can be uniquely represented by their algebraic normal form (ANF): f (x,, ... x5.%1) =
Xy By 1 Xy 1P e e e B a X Pay. where all sets {...} are pairwise distinct and all subsets are nonempty[7].

Algebraic Degree

The algebraic degree of a Boolean function is the number of variables in the longest item of its algebraic normal form (ANF).
Similarly, the degree of an S-box is determined by the highest degree of its Boolean function. S-boxes with the highest degree
thwart differential attack.

Balanced:

A Boolean function f (x) of n variables is called balanced if it takes each of the values 0 and 1 exactly 2™~ times. It means the
output of a balanced Boolean function is uniformly distributed over F,. Unbalanced functions present a statistical bias that can
be exploited in the attack. The balanced output distribution of S-box is one of the essential test criteria [8]. A balanced Boolean
function is the requirement for defining nonlinearity [9].

Nonlinearity

It refers to the strength of a function. (Minimum) Nonlinearity of a Boolean function (Nf) of n variables is defined as the
Hamming distance between the nonlinear Boolean function or Boolean function and the set of all affine functions. The
mathematical representation of minimum nonlinearity and maximum nonlinearity is as follows:

Minimum Nonlinearity (Nfi) = min d(ﬁ-,Afi) ,

Maximum Nonlinearity: Ny = 2n-1 —; W’Z%’Z‘n|5fi(W)|.

The highest nonlinearity of a Boolean function can be computed by the Walsh spectrum [10].

Application of Boolean function:

The boolean function has various applications in modern cryptography. A boolean function is used to determine a boolean
output based on some logical calculation of boolean inputs. Such kinds of boolean functions play a basic role in the questions
of complexity theory, sequence design, combinatorics, and the design of circuits and chips for digital computers. The properties
of Boolean functions play a critical role in cryptography, particularly in the design of substitution cipher (s-box) or symmetric
key algorithms [11].

The importance of this research in the cryptographic security context is immense. The new technologies are emerging continuously, and
quantum technologies are going to break the major security in our digital communication system. As a result, a quantum safe cipher
construction is necessary in order to survive in the quantum world.

The road map for this article has been organized as follows: The first section is the introduction section; the second section consists of
a literature review; the third section contain an S-box construction mechanism; the fourth section represents the outcome of research;
the fifth section is the output measurement procedure; the sixth section contains a conclusion, recommendation, author’s request to
readers, and limitation; and the last section shows references and proof of research practice.

This publication is licensed under Creative Commons Attribution CC BY..
https://dx.doi.org/10.29322/1JSRP.14.01.2024.p14539

Www.ijsrp.org


https://dx.doi.org/10.29322/IJSRP.14.01.2024.p14539
http://ijsrp.org/

International Journal of Scientific and Research Publications, Volume 14, Issue 1, January 2024
ISSN 2250-3153 392

Il.  LITERATURE REVIEW

This research focuses on nonlinear S-box construction. To construct an S-box, an n-variable affine function must be constructed. Since
a vectorial Boolean function is constructed by using an n-variable affine function, a clear understanding of an affine function is required.
An affine function is a transformation of a linear function. A linear function does not have any intercepting points. It just goes through
the origin of the horizontal and vertical axes. A function f that is mapped (transformed) from the input-domain to the output-range is an
affine function if there exists Z e R™ . A linear transformation from real number to real number in matrix form is defined by R

linear transformation ) ) ) )
R™. Affine function f (ax + By) = af (x) + Bf(y) + Z, for Boolean function perspective f (x®y) =
fOSf(y)@Z wherea,fandZ =1

Y A field with unit length. This field

f(x1) area is defined by {0,1}; none can
go outside the field. If anyone
g (x1) h
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The function g (x;) is a linear function that passes through the origin. For example, if we make a transformation of this function, let’s
say we add z equal to 1 and add z equal to -1, and we make two functions, which are f (x;) and h (x;), then these two functions are affine
functions. By the way, the function g (x,) can also be an affine function where it intercepts zero. This means all affine functions are not
necessarily linear functions, but all linear functions are affine functions. If a linear function has an intercept, it means it is a
transformation of a linear function, and we call it an affine function [12].

To construct S-Boxes, we need to achieve a boolean function transformation technique {0,1}™—{0,1}". In some cases, a boolean
function transformation is bound to {0,1}™—{0,1}. There are 2™ numbers of possible combinations of the given inputs of a boolean
function. Such kinds of functions provide a single output, either 0 or 1. Boolean functions are an important property of cryptography,
and they are considered the key to a digital security system. The confusion and diffusion concepts are logical concepts. Claud Shannon
published those concepts in the late 1940s [13]. However, Claud Shannon introduced the concept of the substitution box in 1949 [14].
In general, the S-box is invertible. It is a one-to-one function (bijective [15]).

[
SR

It takes some number of input bits (m), and transforms them into some number of output bits (n). The sophisticated nonlinear layer is
called the S-box. The nonlinear layer plays an important role in deceiving fraudsters. There are some cryptographic criteria that ensure
a good s-box: APN, SAC, balancedness, nonlinearity, algebraic immunity, differential uniformity, high order algebraic degree, etc. It is
really a difficult task to construct an s-box that is safe from linear cryptanalysis, differential, and algebraic cryptanalysis. A detailed
description of s-box construction based on boolean functions and permutations is given in [16].

A nonlinear s-box is a collection of n-variable nonlinear Boolean functions. The S-box is an essential and important component of block
ciphers. The actions of S-box are created to protect block ciphers against known and potential cryptanalytic attacks [17].
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An S-box construction technique based on Feistel and Lai-Massey structures can be found in [18]. This construction is shown based on
the inversion technique of the Galois field, non-bijective functions, finite field multiplication, and permutations. Another method of S-
box construction is to find the multiplicative inverse of an input based on the irreducible polynomial and multiply the multiplicative
inverse by a specific matrix, then add the multiplication result to a specific vector [19].

Some well-known block ciphers are AES, DES, CAST, etc. In these block ciphers, a nonlinearly transformed S-box provides confusion
[20, 21]. An S-box creation using a one-dimensional chaotic map can be used in AES. It was tested on the test criteria of the S-box, like
balancedness, SAC, invertibility, and completeness. A dynamic S-box creates better confusion than a static S-box. This S-Box may be
useful for lightweight cryptography and restricted devices [22].

APN function for block cipher perspective: An almost perfect nonlinear function plays an important role in modern block cipher. If any
S-box fulfills the criteria of the APN function, it is considered to be an effective S-box. Because it is capable of resisting differential
cryptanalysis [23].

The importance of the boolean function from a cryptographic perspective is immense. The use of the boolean function appears in many
scientific disciplines, including cryptography, combinatorics, complexity theory, coding theory, graph theory, etc. In cryptography, the
Boolean function and nonlinear Boolean function construction are required for designing a new S-box [24].

The logistic chaotic transformation technique can be used to design a quality S-box, especially for image encryption algorithms. A
chaos-based S-box is used for image encryption. A chaotic boolean function is used to construct a nonlinear substitution component that
is useful for image encryption [25]. An S-box is a group of boolean functions. An S-box can be constructed using a combination of Tent
and logistic chaotic map. The chaotic Bent function is useful for the S-box. It can be generated using a chaotic function [26].

IDEA and AES S-box have been widely used in secure communication systems. The strength of S-box depends on high-order algebraic
degree, balanced boolean function, strict avalanche criterion, differential uniformity, algebraic degree, nonlinearity, almost perfect
nonlinearity, bit independence criterion, and linear and differential cryptanalysis [27].

The SAC is used to measure the maximal confusion ability of a particular Boolean function. The bit independence criterion is used to
check dependency bits between plaintext and ciphertext in block cipher. The nonlinearity is the strength of the S-box. It increases the
confusion capacity of the S-box [28]. DES S-box is no longer secure and is prohibited from the use of further encryption algorithms
[29]. A construction of the S-box using linear fractional transformation and permutation functions [30].

DPA is a powerful technique to reveal sensitive information. The nonlinear operation of the S-box provides resistance against first-order
differential power analysis (DPA). An affine equivalent bijective S-box can be defined as S: GF(2™) —» GF(2") [31]. There is one
more bijective S-box implementation using quasi-cyclic codes. The cyclic codes are obtained from the cyclic shift. The quasi-cyclic
codes are NP-hard problems [32].

The S-boxes are one of the most essential components of the block ciphers. S-boxes are used to prevent possible cryptanalytic attacks
on block ciphers. DES is a compressible S-box [33]. Modern cipher AES uses a 8 x 8 straight S-box [34]. S-Boxes should satisfy various
good cryptographic properties in order to ensure a high level of protection against potential attacks. The purpose of this study was to
investigate and implement a modern substitution box that is quantum-safe.

A. Aims and Objectives
The overall research focus, or overrated goal of the current research, is to investigate, formulate, and explore the mathematics
of nonlinear S-box construction and construct a nonlinear S-box. Therefore, the following research questions have been
formulated from the research objectives to conduct the study:

Research Questions:

1. How do I construct a nonlinear S-box in modern cipher?
2. What types of the mathematical functions are required to construct a nonlinear S-box?
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I1l. S-BOX CONSTRUCTION MECHANISM

This is a component-based nonlinear s-box construction mechanism. There are different types of S-box construction processes. It really

depends on what kind of function is used to construct an S-box. In this section, a straight S-box construction mechanism for vectorial
Boolean functions is shown. This is a five-step procedure.

Step 1: Affine function construction: The construction of an n-variable affine function using combinatorics rules is available on the
internet. So, those mathematical explanations are not necessary to explain here. To construct a 4-variable S-box, a 4-dimensional vector
space Z,* is required. There are 2* = 16 possible binary input string combinations for 4-variable unit vectors. So, a 4-variable affine
function can be written as a linear combination of those bit Strings: a; » 3 4X1X,%X3%, @ A5 34X2X3%X4 @ A4 34X1X3X4 D A1 5 4 X1 XX, D
A123%X1X2X3 @ A34X3%X4 @ A 4X2X4 @ A5 3%X2X3 @ A1 4X1X4D A1 3%1X3D A1 2X1%; D ALX4D a3x3®@ ax,Pa,x,@ ag

STEP 2: Linear component function construction: The table below shows the process of linear combination of component functions from
a random choice of components, which are considered the basis of the S-box.

Table I: A linear combination of component functions

S N N e Ol I I I
o - N w £ (921
s A L L L T T T AT A I
2 2127 8% 5 8|5 5 5
© ©$ © © 9 5 g B B© & °
LSS R s B B A S B e e O = = =
=] 8 8 8 =) - e e @ e )
5] S] 5] o) S) 8 = - = = =
a g & ﬁ; g = < N & & ®

[\)
S 5g 7 8

o o o o

ro 2o ) ro g
(oW
[\®]
0 1 0 0 1 0 0 1 1 0 1 1 0 1 1
1 0 1 0 1 0 1 1 0 1 0 1 0 1 0
1 1 1 0 0 0 1 0 1 1 1 0 0 0 1
0 0 0 1 0 0 1 0 1 1 0 1 1 1 1
1 0 0 1 1 1 0 0 1 1 1 0 0 1 0
1 1 0 1 0 1 0] 1 0 1 0 1 0 0 1
0 0 1 1 0 1 1 1 1 0 1 1 0 0 0
1 1 1 1 0 0 0 0 0 0 1 1 1 1 0
0 1 0 1 1 0 1 1 0 1 1 0 1 0 0
1 0 1 1 1 0 0 1 1 0 0 0 1 0 1
1 0 0 0 1 1 1 0 0 0 1 1 1 0 1
1 1 0 0 0 1 1 1 1 0 0 0 1 1 0
0 1 1 0 1 1 0 0 1 1 0 1 1 0 0
0 1 1 1 1 1 1 0 0 0 0 0 0 1 1
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 1 0 0 1 0 1 0 1 1 0 1 1 1

There exist 2™~ numbers of nonlinear Boolean functions for every possible random arrangement of components.

STEP 3: An equation construction: Construction of an equation using an n-variable linear affine function and a linear component function:
A1,2,3,4X1X2X3X4D A3 34 X2X3X4D Ay 3 4X1X3X4D A1 2 4X1X2X4D A1 5 3X1X,%3D A3, X3X4D Az 4 X%, D A5 3%7%3D Ay 4X1%4D a4 3X1X3
D a1 ,%1%,@ ayxs® a3x3® a,x,@a,x,® ay = LCf;.

STeP 4: Nonlinear Boolean function (N f;) construction: The aforesaid equation is used to construct a nonlinear Boolean function. The
input of the above equation is the number of 4-variable unit-vector combinations and their corresponding component vectors. Since the
4-variable unit-vector combinations are used for the affine function, it can be labeled as an affine coordinate vector.
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The nonlinear Boolean function construction technique (N f;):

A1,2,3,4%1X2X3X4D A5 3 4X5X3X4D A1 34X1X3X4D Ay 54 X1XX4D A1 2 3X1X5X3D A3 4X3X,D A 4 X5, A 3XX3D A 4201 X, D
A13X1X3 + A12X1%2D QXD A3X3D A Xy @PAXD Ag = LCS] oo equation no (1)

Table II: Inputs of equation number (1)

Affine coordinate vector Component
X, X: | X, X, LCf,
( 0 0 0 0 0 )
0 0 0 1 1
0 0 1 0 1
0 0 1 1 0
0 1 0 0 1
0 1 0 1 1
0 1 1 0 0
0 1 1 1 1
@ 1 0 0 0 0 L
1 0 0 1 1
1 0 1 0 1
1 0 1 1 1
1 1 0 0 0
1 1 0 1 0
1 1 1 0 0
1 1 1 1 0

To calculate the coefficients of equation (1), let’s successively substitute the affine coordinate vector on the left side of the equation and
the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance, when
X, =X, = x3 = x4, = 0 and L, = 0. The equation returns a, = 0 for the 1%t input string (0000) and its corresponding component vector
(0). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =x3=%X,=0, a;x, =1®ay» a;.1=1®0m a; =1

Whenx, =landx; =x3 =%, =0, a,x, =1@ a3y a,,1=100m a,=1

Whenx; =landx; =X, =X, =0, a3x3=1@ a3y a3 1=100m az=1

Whenx, =landx; =X, =%x3 =0, asx, =0®@aygp a,,1=000p a,=1

Whenx; =x, =landx; =%, =0, a;,XX, =090®1P1m»a;,.1.1=0»2a,,=0

Whenx; =x3 =1landx, =x,=0, a;3x;x3 =100 1@ 1 a;3.1. 1 =1 2,3 =1

Whenx; =x, =1landx, =x3 =0, a;4x;x, =100@1@®0m a;,.1.1=0»2a,, =0

Whenx, =x3 =1andx; =%, =0, a,3%,x3 =09 0@ 1@ 1> a,3.1.1=0ma,3=0

Whenx, =x, =landx; =x3 =0, a,,%x, =10001@ 0> a,4.11=0>a,, =0

Whenx; =x, =1landx; =%, =0, a34X3x, =09 0@ 1@ 0 a3,. 1.1 =1 az, =1

Whenx; =x; =x3 =1 and x4 = 0, a3 ,3X1XX3 = 1®ay @ a; Pa, PazDPa;, @ a;3Pays ® agp31.1.1 =
1909012101000 100P a;,3=1

Whenx; =x; =x4, =1 andx3 =0, a;,4X%XX, =1®a;Pa; Pa,Pa,Pa;,®a;,DPay,»a,,l1l=
190912100000 000P a;,,=1

Whenx; =x3 =x, =1 andx, =0, a;34XX3X, =0@a;Da; PazDa, Pa;3Pa;Paz, > ajzlll=
0000190100010 0@1> a;3,=0

Whenx, =x3 =x4=1andx; =0, a,34X;X3X, =0@ay,Pa,Paz;Pa,@a3Pa,,DPazy® azzsal.1.1=
0909101000000 1m ay3,=1

Whenx; =%, = X3 =X, =1, a1234%XX3%X, = 0D ayPa,PazPa,@a;, Paj3PajyPazs®@a,Paz,@ag,s
Daj4Pa13,Pazzs P 212341111 =000019101000001000000010101@0@D1> a;,3,=0

The following first nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:
0. (X1X5X3%4)® 1. (X5X3%4)D 0. (%1X3%X4)D 1. (X1X5X4)D 1. (X1X%X3)D 1. (X3%4)D 0. (X2%4)D 0 (X5%X3)® 0. (X1X4) 1. (X1X3)
D 0. (x:X3) D0.x,®D 1.X3D 1.X,@ 1.%1 @ 0 = f(xyX3%5%71) = XX3X4D X1 XX D X1 XpX3D X3X,D X1 X3D X3D X,D X4
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The nonlinear Boolean function construction (Nf,):

A1,2,34X1X2X3Xq T A3 34X2X3Xq + A134X1X3X4 T A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A1 4X1X4 +
A13X1X3 + Aq12X1Xy + AuXg + A3X3+ QX+ A1X1 F Qg = LCf g equation no. (2)

Table 111: Inputs of equation number (2)

Affine coordinate vector Component
X, X3 X, X LCf,
0 0 0 0 1
0 0 0 1 0
0 0 1 0 1
0 0 1 1 0
0 1 0 0 0
0 1 0 1 1
0 1 1 0 0
0 1 1 1 1
“Toui o o0 o 1 s
1 0 0 1 0
1 0 1 0 0
1 0 1 1 1
1 1 0 0 1
1 1 0 1 1
1 1 1 0 0
1 1 1 1 0

To calculate the coefficients of equation (2), let’s successively substitute the affine coordinate vector on the left side of the equation and
the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 1. The equation returns a, = 1 for the 1% input string (0000) and its corresponding component
vector (1). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =x3=%x, =0, a;x, =0®PayP» a;.1=0®1p a; =1

Whenx, =landx; =X3 =%, =0, a,x, =1®agp a,,1=1®1B a,=0

Whenx; =landx; =X, =%, =0, azx3=0®@aypP a3;.1=0®1m az;=1

Whenx, =1landx, =%, =%x3 =0, ayx4,=1@agp a,1=1@1 a,=0

Whenx; =x; =landx3 =%, =0, a;,xx, =001®1@0p> a;,.11=0ma,,=0

Whenx; =x3 =1landx, =x, =0, 2,353 =191®1® 1> a,35.1.1 =0 2a,3=0

Whenx; =x4=1andx, =x3 =0, a;,xx, =001@1@00» a;,.11=0m2a,,=0

Whenx, =x3=1andx; =x, =0, a,3%,x3=001@0® 1 a,3.1.1 =0 a,3=0

Whenx, =x, =1landx; =x3 =0, a,4%Xx, =0010000P ay,.1.1=1Pa,, =1

Whenx; =x, =1landx; =%, =0, a34x3x, =1@101@ 0 az,.11=1p a3, =1

Whenx; =X, =x3 =1 andx, =0, a;,3X1X,X3 = 1@ a3, @Pa; Pa,Paz;Pa;,Pa;3Paz = a;,31.1.1 =
1219010001000 0®00m a;,3=0

Whenx; =%, =x4, =1 andx3 =0, a;,4XX%% =1@a;Pa; Pa,Pa,Pa;,Pa;,Payy b aj,lll=
1019100020000 0@1>a;,,=0

Whenx; =x3 =%, =1 andx, =0, a;34XX3%X, =1@a;Pa; Paz PasPa;3Pa;,Paz, > ajz,1.11=
1919010100000 0@D1> a3, =1

Whenx, =x3 =x4 =landx; =0, a,34X,X3X4 =0@ayPa,Paz;Pa,Pa3Pa,Paz, P a3,1.1.1=
0919090100000 1®1B a,3,=0

Whenx; =X, =X3 =X4 =1, 21234X1XX3%X4 = 0@ ay@a,@Pa;Pa,Pa;,Pa3Pa;,Pa,30a,,Pa3,Pa;,;
Daj4Pa13,Pazzs P 212341111 =001010001000000000001@1000001D0> a;,3, =0

The following 2" nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:
0. (X1X5X3X,) @ 0. (X5X3%,) @ 1. (X1X3X4) @ 0. (X1X2%,) @ 0. (X1X2X3) @ 1. (X3%4) D 1. (X5%,) @ 0. (X2%3) @ 0. (x1%X,) @
0. (X1X3) @ 0 (X].XZ) ('D 0.X4 ('B 1 X3 ('B O'XZ ('B 1.X1 ('B 1 = fz(X4X3X2X1) = X1X3X4 @X3X4 ('B X2X4 @ X3 ('B Xl @ 1
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The nonlinear Boolean function construction (Nf3):

A1,2,34X1X2X3Xq T A3 34X2X3Xq + A134X1X3X4 T A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A1 4X1X4 +
aq13X1X3 + Aq12X1X3 + AyX g + asXs3 + aArXy + a,xq + ag = LCf3 ......................................................................... Equation no. (3)

Table IV: Inputs of equation number (3)

Affine coordinate vector Component
X, X3 X, X LCf;
0 0 0 0 0
0 0 0 1 1
0 0 1 0 1
0 0 1 1 0
0 1 0 0 0
0 1 0 1 0
0 1 1 0 1
0 1 1 1 1
“Toui o o0 o 0 s
1 0 0 1 1
1 0 1 0 0
1 0 1 1 0
1 1 0 0 1
1 1 0 1 1
1 1 1 0 0
1 1 1 1 1

To calculate the coefficients of equation (3), let’s successively substitute the affine coordinate vector on the left side of the equation and
the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 0. The equation returns a, = 0 for the 1% input string (0000) and its corresponding component
vector (0). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =x3=%x, =0, a;x, =1®PayP» a;.1=1®0p a; =1

Whenx, =landx; =X3=%, =0, a,x, =1®ayp a,,1=1®0 a, =1

Whenx; =landx; =X, =%, =0, azx3=0®@ayp a3;.1=0®0m» a3;=0

Whenx, =landx; =X, =%x3=0, a4x, =0®@aygp a,.1=0®0= a, =0

Whenx; =x; =landx3 =%, =0, a;,xXx, =000®1@1ma;,.11=0ma,,=0

Whenx; =x3 =1andx, =x, =0, 2;3x;%3 = 0000100 a;3.1.1 =1 2a;3=1

Whenx; =x4=1andx, =x3 =0, a;,xx, =100@1@00> a;,.1.1=0m2a,,=0

Whenx, =x3=1andx; =x, =0, a,3%,x3=100@1 @0 a,3.1.1 =0 a,3 =0

Whenx, =x, =1landx; =x3 =0, 24X, =000@ 1@ 0P a,4.11=1pa,, =1

Whenx; =x, =1landx; =%, =0, a3,%3%, =19000@ 0 a3y.1.1=1m a3, =1

Whenx; =X, =x3 =1 andx,; =0, a;,3X%XX3 = 1@ ay@Pa; Pa,PazPa;; Pa;3Pazz & ajy31.1.1=
1000101000001 ®0m a;,3=0

Whenx; =%, =x4, =1 andx3 =0, a;,4XXX, =0®ay;Pa; ®Pa,Pa,@a;,@a;,Pay,Palll=
0009190100000 0@1>a,,,=1

Whenx; =x3 =%, =1 andx, =0, a;34XX3%X, = 1@a;D@a;Paz@a,@Pa;3Pa;sPagy ™ aj341.11=
100010000010 0@1> a;3,=0

Whenx, =x3 =x4 =landx; =0, a,34X,X3X4 =0@ay@a,Paz@a,Pa3P@asPaz, P az3ul.ll=
0909100000001 1 ay3,=1

Whenx; =X, =X3 =X, =1, a1234X1XX3%4 = 1@ 3@ a,@a3Pa,Pa,,Pa,30a,,Pa,3Pa,,Pa3,Pa;,3Pa;,4
a3, Pazss B 212341111 =10001@100002 001000001010 001@0D1> a;,3, =0

The following 3™ nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:
0. (X1X5X3X,) @ 1. (XX3%,) @ 0. (X1X3%4) @ 1. (X1X5%X,)® 0. (X1X2X3)D 1. (X3%4)D 1. (X2%4)D 0. (x5%3)® 0. (X1X4) + 1. (X1X3)
('B 0 (X].XZ) ('B 0X4@ O.X3 ('B 1.X2 ('B 1.X1 ('B 0 = f3(X4x3x2x1) = X2X3X4 ('B X1X2X4 ('B X3X4 ('B X2X4 ('B X1X3 @ XZ @ X1
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The nonlinear Boolean function construction (N f;):

A1,2,34X1X2X3Xq T A3 34X2X3Xq + A134X1X3X4 T A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A1 4X1X4 +
A13X1X3 + Aq2X1Xy + QX+ A3X3+ QX+ A1X1 F Qg = Ly oo equation no. (4)

Table V: Inputs of equation number (4)

Affine coordinate vector Component
X, X5 X, X, LCf,
0 0 0 0 0
0 0 0 1 0
0 0 1 0 0
0 0 1 1 1
0 1 0 0 1
0 1 0 1 1
0 1 1 0 1
0 1 1 1 1
i 10 o0 o0 1 L
1 0 0 1 1
1 0 1 0 0
1 0 1 1 0
1 1 0 0 0
1 1 0 1 1
1 1 1 0 0
1 1 1 1 0

To calculate the coefficients of equation (4), let’s successively substitute the affine coordinate vector on the left side of the equation and
the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 0. The equation returns a, = 0 for the 1% input string (0000) and its corresponding component
vector (0). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =x3=%x, =0, a;x, =0®ay,» a;.1=0®d0 > a; =0

Whenx, =landx; =X3=%x, =0, a,X, =0®@ay» a,,1=080 a, =0

Whenx; =landx; =%, =%, =0, azx3=1®@agp a3;.1=1®0= az=1

Whenx, =landx; =X, =%x3 =0, a4x, =1®ayp a,.1=1®0= a, =1

Whenx; =x; =landx3 =%, =0, a;,xx, =1@0@00@0p a;,.11=1pa;, =1

Whenx; =x3 =1landx, =x, =0, 2,333 =100@ 0@ 1> a;35.1.1 =0 a,3=0

Whenx; =x4 =1landx, =x3 =0, a;4x;x, =10000® 1> a,4.11=0ma,,=0

Whenx, =x;=1landx; =x4, =0, a,3%,X3 =10000@ 1 a3.1.1=0m a,3 =0

Whenx, =x, =1landx; =x3 =0, a,,%x, = 0000 0@1pay,.11=1pa,, =1
Whenx; =x, =1landx; =%, =0, a34,x3x, = 00001 @1 azy.1.1=0> a3, =0

Whenx; =%, =x3 =1 andx,; =0, a;73XX,X3 = 1@ay@Pa; Pa,PazPa;, Pa;3Pazz & a,31.1.1 =
120002001010 0@0B a;,3=1

Whenx; =x; =%, =1 andx3 =0, a;,4%X,X, =0@a,Pa; Pa,@a,Pa;,Pa;,Pay, P a,,lll=
0900002021010 0@1Paj,, =1

Whenx; =x3 =x4 =1 andx, =0, a;34X1X3X4 = 1@ ayPa; Paz;Pa, Pa;3Pa;,Paz, P a;3,1.11=
190000121000 0®0m a;3,=1

Whenx, =x3 =x4 =landx; =0, a,34X,X3X4, =0@a;Pa,@Paz;@a,® a,3Pa,,Pazy b a,3,1.1.1=
000000101000 100 ay3, =1

Whenx; =X, =X3 =X4 =1, 81734X1XX3X, = 0@ a3y @Pa,Paz;Pa,Pa;,Pa;3Pa14® a,3Pa,,PazsDajgyz
@aj,Pa134Paz3,P a12341.1.11=000000001010100000001002101@1D1> a;,3,=0

The following 4" nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:
0. (X1X2X3X4)D 1. (X2X3%4)® 1. (X1X3X4) D 1. (X1X5X4)® 1. (X1X,X3)D 0. (X3%,)D 1. (X,%4)D 0. (X2%3)D 0. (x1%4) + 0. (x1X3)
D1 (%%2)P 1.3, 1.X3P 0., 0.1 D0 = f5(xsX3%2%1) = XpX3XsD X1 X3X4D X1 XX, D X1 X5 X3D XX D X1 X, D X, D X3
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The nonlinear Boolean function construction (N f3):

A1,2,34X1X2X3Xq T A3 34X2X3Xq + A134X1X3X4 T A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A1 4X1X4 +
A13X1X3 + Aq2X1X5 + AgXg + A3X3+ ApXp + QX1 F Qg = LCf5 s s equation no. (5)

Table VI: Inputs of equation number (5)

Affine coordinate vector Component
X, X5 X, X, LCfs
0 0 0 0 1
0 0 0 1 1
0 0 1 0 0
0 0 1 1 0
0 1 0 0 1
0 1 0 1 0
0 1 1 0 0
0 1 1 1 0
i 10 o0 o0 1 L
1 0 0 1 1
1 0 1 0 1
1 0 1 1 0
1 1 0 0 1
1 1 0 1 1
1 1 1 0 0
1 1 1 1 0

To calculate the coefficients of equation (5), let’s successively substitute the affine coordinate vector on the left side of the equation and
the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 1. The equation returns a, = 1 for the 1% input string (0000) and its corresponding component
vector (1). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =x3=%x, =0, a;x;, =1®ay,» a;.1=1®1 = a; =0

Whenx, =landx; =xX3=x%x, =0, a,X, =0®@ay» a,,1=081p a,=1

Whenx; =landx, =%, =%, =0, azgx3=1@ag a3.1=1@1 az;=0

Whenx, =1landx; =%, =x3 =0, ayx4, =1@agp a,1=1@1 a,=0

Whenx; =x; =landxz =%, =0, a;,Xx, =0@1@0@1pP a;,.11=0ma,, =0

Whenx; =x3 =1landx, =x, =0, 2;3x1%3=0@1@© 000 a;3.1. 1 =1 2a;3=1

Whenx; =x4 =1landx, =x3 =0, a;4x1x, =1©1©0@0p a,,.11=0pa;, =0

Whenx, =x3=1landx; =x, =0, a,3%,x3=0@1®1® 0P a,3.1.1 =0 a,3;=0

Whenx, =x, =1landx; =x3 =0, a,4%x, =1@1@01@0p ay,.11=1pa,, =1

Whenx; =x,=1andx; =%, =0, a34x3x, =1@100@® 0> a3,.11=0> a3, =0

Whenx; =X, =x3 =1 andx, =0, a;,3X1X,X3 = 0@ a3y @a;@a,@az;Pa;,Pa;3Paz & a;,31.1.1 =
0910092100000 1@0P a;,3=1

Whenx; =%, =%, =1 andx3 =0, a;,4%XX, =0@a;Pa;@a,@Pa;Pa;;Pa;,Pa, P ay,lll=
0919000100000 0@1Pa;,, =1

Whenx; =x3 =x4 =1 andx, =0, a;34X1X3X4 = 1@ a;Pa; PazP@a,Pa;3Pa;,Paz, P a;341.1.1=
191000000010 0®0m a;3,=1

Whenx, =x3 =x4 =landx; =0, a,34X,X3X, = 0@ a,@a,@az;Pa,Pa3Pa,,Paz, ™ azzulll=
0919010000000 100 ay3, =1

Whenx; =X, =X3 =X =1, 81734X1X,X3X4 = 0@ a3y @Pa,Pa3;Pa,Pa;,Pa;3Pa;,Pa,3Pa,,Paz,PajysPagy,
D@aj3,Paz3s® 212341111 =001000100000001000001000101@1D1> a;,3,=0

The following 5" nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:
0. (x1X2X35X4) D 1. (X5X3%,) @ 1. (X1X3%,) D 1. (X1X5%X4) D 1. (X1X5%X3) @ 0. (X3%,) ® 1. (X%4) @ 0. (x5%3) D 0. (X1%4) D 1. (x1X3)
0.(xX2) @0.%, D0.Xx3DL.X, DO.X D1 = f5 (XX3%2%1) = XX3X,D X1 X3%X, D X1 XXy D XX X3D X%, D X1X3 DX, D 1
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The nonlinear Boolean function construction (N f;):

A1,2,34X1X2X3Xq T A3 34X2X3Xq + A134X1X3X4 T A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A1 4X1X4 +
aq13X1X3 + Aq12X1X3 +azx, + azxz+ ax, +ax; + ag = LCf6 ....................................................................................................... equation no. (6)

Table VII: Inputs of equation number (6)

Affine coordinate vector Component
X, X5 X, X, LCfq
0 0 0 0 0
0 0 0 1 0
0 0 1 0 0
0 0 1 1 0
0 1 0 0 1
0 1 0 1 1
0 1 1 0 1
0 1 1 1 0
i 10 0 | 0 0 L
1 0 0 1 0
1 0 1 0 1
1 0 1 1 1
1 1 0 0 1
1 1 0 1 1
1 1 1 0 0
1 1 1 1 1

To calculate the coefficients of equation (6), let’s successively substitute the affine coordinate vector on the left side of the equation and
the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 0. The equation returns a, = 0 for the 1% input string (0000) and its corresponding component
vector (0). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =x3=%x, =0, a;x;, =0®ay,» a;.1=0800= a; =0

Whenx, =landx; =X3=%x, =0, a,X, =0®@ay» a,,1=080 a, =0

Whenx; =landx; =%, =%, =0, azx3=1®@agp a3;.1=1®0= az=1

Whenx, =landx; =X, =%x3=0, a4x, =0®@aygp a,.1=0®0= a, =0

Whenx; =x; =landxz =%, =0, a;,Xx, =0@0@0@0pP a;,.1.1=0ma;, =0

Whenx; =x3 =1landx, =x, =0, 2,333 =100@ 0@ 1> a;35.1.1 =0 a,3=0

Whenx; =x4 =1landx, =x3 =0, a;4x1x, = 0000 0@0m a,,.11=0pa;, =0

Whenx, =x3=1landx; =x, =0, a,3%,Xx3 =1@000@ 1P ay3.11=02a,3=0

Whenx, =x,=1andx; =x3 =0, a,4%,x, =10000® 0 a,,.1.1 =1 a,, =1

Whenx; =x, =1landx; =X, =0, a34x3x, =100®1@ 0 a34.11=0m a3, =0

Whenx; =X, =x3 =1 andx, =0, a;,3XX,X3 = 0@ a3y @a; Pa,PazPa;, Pa;3Pazz & aj,31.1.1 =
0200200200210 00080P a;,3=1

Whenx; =%, =%, =1 andx3 =0, a;,4%XX, =1@a;Pa; @a,®a, Pa;,Pa;,Paz,®aglll=
1900200000000 0@1> a,,,=0

Whenx; =x3 =x4 =1 andx, =0, a;34XX3X4 = 1®agPa; Paz®a,Pa;3Pa;,Paz, P a;3,1.11=
1000012000000 a;3,=0

Whenx, =x3 =x4 =landx; =0, a,34X,%3X4, =0@a,Pa,Pa3Pa,Pa,3®@a,,Paz, > a3,41.1.1=
0900001000001 0m a3,=0

Whenx; =X, =X3 =X =1, 21734X1X,X3%X4 = 1@ a3, Pa,Pa3Pa,@a;,®Pa,3Pa;,Pa3Pa,,Paz,Pag,3
D@aj,Pa134Paz34 P a12341.1.11=1000000010000000000010001D0D0@0 > a;,3,=0

The following 6" nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:
0. (x1X2%35X4) D 0. (X5%X3%,) @ 0. (X1X3%4) © 0. (X1X5%X4) @ 1. (X1X5X3) @ 0. (X3%X4) D 1. (X%4) D 0. (x5%3) @ 0. (X1%4) @
O. (X1X3) @ 0 (X]_Xz) (‘B O.X4 (‘B 1 X3 (‘B 0.X2 (‘B O.Xl (‘B 0 = f6(X4X3x2x1) = X1X2X3 ('B X2X4 (‘B X3
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The nonlinear Boolean function construction (N f;):

A1,2,34X1X2X3Xq T A3 34X2X3Xq + A134X1X3X4 T A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A1 4X1X4 +
aq13X1X3 + Aq12X1X3 + AyX g + asXs3 + aArXy + a,xq + ag = LCf7 ............................................................. equation no. (7)

Table VIII: Inputs of equation number (7)

Affine coordinate vector Component
X, X3 X, X LCf,
0 0 0 0 0
0 0 0 1 1
0 0 1 0 1
0 0 1 1 1
0 1 0 0 0
0 1 0 1 0
0 1 1 0 1
0 1 1 1 0
“Toui o o0 o 1 s
1 0 0 1 0
1 0 1 0 1
1 0 1 1 1
1 1 0 0 0
1 1 0 1 1
1 1 1 0 0
1 1 1 1 0

To calculate the coefficients of equation (7), let’s successively substitute the affine coordinate vector on the left side of the equation and
the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 0. The equation returns a, = 0 for the 1% input string (0000) and its corresponding component
vector (0). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =x3 =%, =0, a1x;,=1®ay» a;.1=1®0 = a; =1

Whenx, =landx, =x3=%x, =0, a,X, =1@ayP a,,1=180 a,=1

Whenx; =landx, =%, =%, =0, azgx3=0@ag» a3.1=080 az=0

Whenx, =1landx; =%, =x3 =0, ayx, =1@Pagp a,1=1®0 a,=1

Whenx; =x; =landx;3 =%, =0, 215X, =100@1@ 1> aj,.1ll1=1ma;,=1

Whenx; =x3 =1andx, =x, =0, 2,353 = 0000100 a;3.1. 1 =1 2a;3=1

Whenx; =x4=1andx, =x3=0, a;4xx, =00001®1>2a,4.11=0>a,,=0

Whenx, =x3=1andx; =x4, =0, a,3%X3 =10001@ 0P a,3.1.1=0m a,3 =0

Whenx, =x,=1andx; =x3=0,a,,%x, =100@01@1pay,.1ll1=1ma,, =1

Whenx; =x,=1landx; =%, =0, a34,%3%, = 0000 0@ 1 azgy.ll=1m a3, =1

Whenx; =X, =x3 =1 andx, =0, a;3X1X,x3 = 0@ a3y @a; @a,Paz; @Pa;,Pa;3Paz ® a;,31.1.1 =
0909191000101 0P a;,3=0

Whenx; =x; =%, =1 andx3 =0, a;,4%X,Xs =1@a;Pa;®a,®a,0a;,Pa;,Pa,, > a5,,1.11=
1000190101010 001ma,,=0

Whenx; =x3 =x4 =1 andx, =0, a;34X1X3X, = 1P asPa; @®az;Pa,Pa;3Pa;,Paz, P a;341.1.1=
190010001010 0®@1m a;3,=1

Whenx, =x3 =x4 =landx; =0, a,34X,X3X4 =0@ayPa,Paz;Pa,Pa3Pa,Paz, P a,3,41.1.1=
0209100010001 @1 a,3,=0

Whenx; =X, =X3 =X =1, 81734X1X,X3%X4 = 0@ a3, @Pa,@Pa3Pa;Pa;,Pa;3Pa;4,Pa,3Pa,,Pa3,Pa1,3Pas,4
@aj34@az34P a12341.1.1.1=0010001000000010000010001@1@1@1P aj;,3,=0

The following 7" nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:

0. (X1X3X3X4) @ 0. (X3X3%X4) @ 1. (X;X3%X4) D 0. (X1X3%X4) @ 0. (X;X5%X3) ® 1. (X3X4) @ 1. (X3%4) @ 0. (X5%X3) D 0. (X1X,)D
1.(x1x3) D 1. (x1X) @ 1.3, 0. X3 D 1.x, @ 1.X; @ 0 = [ (x4x3%2%1 = X1X3X4 D X3X4 D X%, D X1X3 D X1X, DX, D X,D X
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The nonlinear Boolean function construction (N fg):

A1,2,34X1X2X3Xq T A3 34X2X3Xq + A134X1X3X4 T A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A1 4X1X4 +
A13X1X3 + Aq2X1Xy + QX+ A3X3+ QX + A1X1 F Qg = LCfg oo equation no. (8)

Table IX: Inputs of equation number (8)

Affine coordinate vector Component
X, X3 X, X LCfs
0 0 0 0 1
0 0 0 1 1
0 0 1 0 0
0 0 1 1 0
0 1 0 0 0
0 1 0 1 1
0 1 1 0 1
0 1 1 1 0
“Toui o o0 o 1 s
1 0 0 1 1
1 0 1 0 0
1 0 1 1 1
1 1 0 0 0
1 1 0 1 0
1 1 1 0 0
1 1 1 1 1

To calculate the coefficients of equation (8), let’s successively substitute the affine coordinate vector on the left side of the equation and
the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 1. The equation returns a, = 1 for the 1% input string (0000) and its corresponding component
vector (1). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =x3=%x, =0, ;x5 =1®ay» a;.1=1®1 = a; =0
Whenx, =landx; =x3=%x, =0, a,x, =0@ayp a,.1=081 a,=1

Whenx; =landx; =%, =%, =0, azx3=0®@agp a3;.1=0®1m az;=1
Whenx, =1landx; =%, =%x3 =0, ayx4=1@ag a4, 1=1@1 a,=0
Whenx; =x; =landx3 =%, =0, a;,xx, =001@®0@1ma;,.1l1=1ma,,=0
Whenx; =x3=1andx, =x, =0, 2,353 =1®1 @ 0@ 1 as3.11 =1 a;3=1

Whenx; =x4=1andx, =x3 =0, a;,%x, =191@000> a;,.1.1=0m2a,,=0

Whenx, =x3=1andx; =x, =0, a,3%x3 =11 @1 @1 a,3.1.1 =0 a,3 =0

Whenx, =x, =1andx; =x3 =0, a,4%,x, =001@®1®0m a,,4.1.1 =0 a,, =0
Whenx; =x, =1landx; =%, =0, a34,x3x, =0@101@ 0 a3,.11=0> a3, =0

Whenx; =X, =x3 =1 andx, =0, a;,3X1XX3 = 0@ay@Pa; Pa,PazPa;, Pa;3Pazz & ay31.1.1 =
0219001210001 @0P a,,3=0

Whenx; =%, =x4, =1 andx3 =0, a;,4XX%% =1@a;Pa; Pa,Pa,Pa;,Pa;,Payy b aj,lll=
1010001020000 0@00P a5, =1

Whenx; =x3 =%, =1 andx, =0, a;3,X:X3%, =0@a;Pa; PazPa, @Pa;3Pa;,Pazy ® a;3,1.1.1=
001000120010 0@0B a3, =1

Whenx, =x3 =x4 =landx; =0, a,34X;X3X, =0@a;@Pa,@az;Pa,Pa,3Pa,,Paz, P a341.1.1=
0919190100000 000m ay3, =1

Whenx; =X, =X3 =X, =1, a1234X1XX3%4 =1 @3y Pa,Pa3Pa,Pa,,Pa,3Pa,,Pa,35Pa,,Pa3,Pa;,:9P
a124Pa134Paz34P 212341111 =1010001010000010000020000001D1@1® a;,3,=0

The following 8" nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:

0. (X1X5X3X,) @ 1. (X5X3%,) @ 1. (X1X3X,) @ 1. (X1X2%,) @ 0. (X1X2%3) @ 0. (X3%4) D 0. (x5%,) @ 0. (X2%3) @ 0. (x1%X,) @

1. (%:%3)@ 0. (%1%5) @ 0.X, D 1.X3 D 1.X, D 0.%; D1 = fg = (0 X30,%1) = XpX3Xy D X1 X3%X, @ XXX DX X3 D X3 DX, D1
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The nonlinear Boolean function construction (N f5):

A1,2,34X1X2X3Xq T A3 34X2X3Xq + A134X1X3X4 T A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A1 4X1X4 +
A13X1X3 + Aq2X1Xy + QX+ A3X3 + ApXp F A1X1 F Qg = LOSG s s equation no. (9)

Table X: Inputs of equation number (9)

Affine coordinate vector Component
X, X5 X, X, LCf,
0 0 0 0 1
0 0 0 1 0
0 0 1 0 1
0 0 1 1 1
0 1 0 0 1
0 1 0 1 0
0 1 1 0 1
0 1 1 1 0
i 10 0 | 0 0 L
1 0 0 1 1
1 0 1 0 0
1 0 1 1 1
1 1 0 0 1
1 1 0 1 0
1 1 1 0 0
1 1 1 1 0

To calculate the coefficients of equation (9), let’s successively substitute the affine coordinate vector on the left side of the equation
and the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 1. The equation returns a, = 1 for the 1% input string (0000) and its corresponding component
vector (1). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =x3=%x, =0, a;x;, =0®ay,» a;.1=0®01 = a; =1

Whenx, =landx; =X3=x%x, =0, 23X, =1®@ay» a,,1=1®1 a, =0

Whenx; =landx, =%, =%, =0, azgx3=1@ag a3.1=1@1 az;=0

Whenx, =1landx; =X, =%x3 =0, a4x, =0®ayp a,.1=0®1= a, =1

Whenx; =x; =landx3 =%, =0, a;,Xx, =1@1@1@0p a;,.11=1pa;, =1

Whenx; =x3 =1landx, =x, =0, 2,353 =001®1® 0> a,35.1.1 =0 a,3=0

Whenx; =x4 =1landx, =x3 =0, a;4x:;x, =1©1®01@1ma;,.11=0p2a;,=0

Whenx, =x3=1andx; =x4, =0, a,3%X3 =1@100@ 0P a,3.1.1=0m a,3 =0

Whenx, =x, =1landx; =x3 =0, 3,4,%x, = 001@0@ 1> a,,.11=0pa,,=0

Whenxz =x, =1landx; =%, =0, a3,%:3%, =19100@ 1 agy.ll=1m a3, =1
Whenx; =%, =x3 =1 andx, =0, a;,3XX,X3 = 0@ay@Pa; Pa,PazPa;, Pa;3Pa3 » a;,31.1.1
0919100020210 000P a;,3=1

Whenx; =%, =%, =1 andx3 =0, a;,4X%XX, =1@a;Pa;@a,Pa, @Pa;,@a;,Pa,, > a;,,1.1.1=
191210021210 000p a,,,=1

Whenx; =x3 =x4 =1 andx, =0, a;34X1X3X, =0@asPa; @az;Pa, @a;3Pa;,Pazs P as3,1.1.1=
0919190001000 001m a;3,=0

Whenx, =x3 =x4 =landx; =0, a,34X;%3X4, = 0@ a,@a,Pa;Pa,Pa3P@a,Paz, ™ azzulll=
0910000010000 1m ay3, =1

Whenx; =X, =X3 =X =1, 81734X1X;X3X4 = 0@ a;@a,Paz;Pa,Pa;,Pa;3Pa,Pa,3Pa,,Pa3,Pa3Pa,
@aj3,Pazss® 212341111 =00101000001010000000001010100D1> a;,3,=0

The following 9" nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:
0. (x1X2X3X4) D 1. (X5%X3%,) D 0. (X1X3%,) D 1. (X1X5%X4) D 1. (X1X5%X3) @ 1. (X3%,) D 0. (X%4) @ 0. (x5%3) D 0. (X1%4) @ 0. (x1X3)
DL (X%) D1L.x,D0.x3D0.X, D 1.x; D1 = foy (X3%5%71) = X5X3X, D XXXy D X1 X5X3 D X3Xy D XX, DX, DXy D1
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The nonlinear Boolean function construction (Nf;,):

A1,2,34X1X2X3Xq T A3 34X2X3Xq + A134X1X3X4 T A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A1 4X1X4 +
A13X1X3 + Aq2X1Xy + AuXg + A3X3+ QX+ A1X1 F Qg = LCS10 ot equation no. (10)

Table XI: Inputs of equation number (10)

Affine coordinate vector Component
X, | X5 | X, | X LCfo
0 0 0 0 0
0 0 0 1 1
0 0 1 0 1
0 0 1 1 1
0 1 0 0 1
0 1 0 1 1
0 1 1 0 0
0 1 1 1 0
“Toui o o0 o 1 s
1 0 0 1 0
1 0 1 0 0
1 0 1 1 0
1 1 0 0 1
1 1 0 1 0
1 1 1 0 0
1 1 1 1 1

To calculate the coefficients of equation (10), let’s successively substitute the affine coordinate vector on the left side of the equation
and the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 0. The equation returns a, = 0 for the 1% input string (0000) and its corresponding component
vector (0). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =x3=%x, =0, a;x, =1®PayP» a;.1=1®0p a; =1

Whenx, =landx; =X3=%, =0, a,x, =1®ayp a,,1=1®0 a, =1

Whenx; =landx; =X, =%, =0, azx3=1®@agp a3;.1=1®0» az=1

Whenx, =1landx; =%, =%x3 =0, ayx4, =1@agp a,1=1®0= a,=1

Whenx; =x; =landx3 =%, =0, a;,xx, =100@1@ 1 a;,.1l1=1ma;,=1

Whenx; =x3 =1andx, =x, =0, 2;3x1X%3=1@0@01@ 1 a;3.1.1=1p2a;3=1

Whenx; =x4=1andx, =x3 =0, a;,xx, =000@1@1ma;,.11=0ma2a,,=0

Whenx, =x3=1andx; =x, =0, a,3%x3 =000@1@1m a,3.1.1=0ma,3 =0

Whenx, =x, =1landx; =x3 =0, 2,4%,x, =000@1@ 1P a,,.1.1 =0 a,, =0

Whenx; =x, =1landx; =%, =0, a3,%3%, =19001 @1 agy.ll=1maz, =1

Whenx; =X, =x3 =1 andx,; =0, a;3X%XX3 = 0@ a3y @Pa; Pa,PazPa;, Pa;3Pazz & ay31.1.1 =
0209191210101 @0P a,,3=1

Whenx; =%, =x4, =1 andx3 =0, a;,4XX%%, =0@ayPa; Pa,Pa,Pa;,Pa;,Payy b a,lll=
0009190101010 0®@0P a,,,=0

Whenx; =x3 =%, =1 andx, =0, a;3,X:X3X, =0@a;Pa;Paz;PasPa;3Pa;4Pazy,® a;3,1.1.1=
0000191210100 @1B a;3,=1

Whenx, =x3 =x4 =landx; =0, a,34X,X3X4 =0@ayPa,Paz;Pa,Pa3Pa,Paz, P a3,1.1.1=
0909192101000 0@1B a,3,=0

Whenx; =X, =X3 =X, =1, 81234X1X2X3%X4 = 1@y @Pa,® a3®@ a, @ a;,Pa;3Pa,,Pa,3Pa,,Pa3,Pa;,3Pa;,,
D@ajz,Pazss B 212341111 =100010190101010100000001210001D0> a;,3, =0

The following 10" nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:
0. (X1X5X3X,) @ 0. (XX3%,) @ 1. (X1X3%,) @ 0. (X1X2%4) @ 1. (X1XpX3) @ 1. (X3%4) D 0. (X5%,) @ 0. (XX3) @ 0. (x,%X,4) @ 1. (X1X3)
@1 (X]_Xz) @ 1.X4 @ 1.X3 ('B 1.X2 ('B 1.X1 ('B 0 = f10 = (X4X3x2x1) = X1X3X4 @ X1X2X3 ('B X3X4 ('B X1X3 ('B X1X2 ('BX4 ('BX3 @ Xz @ Xl
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The nonlinear Boolean function construction (Nf;;):

A1,2,34X1X2X3Xq T A3 34X2X3Xq + A134X1X3X4 T A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A1 4X1X4 +
A13X1X3 + A12X1Xp + AsXs + A3X3 + QX3 +a1X; + ap = )10 equation no. (11)

Table XII: Inputs of equation number (11)

Affine coordinate vector Component
X, | X5 | X, | X LCfyy
0 0 0 0 1
0 0 0 1 0
0 0 1 0 1
0 0 1 1 0
0 1 0 0 1
0 1 0 1 0
0 1 1 0 1
0 1 1 1 1
“Toui o o0 o 1 s
1 0 0 1 0
1 0 1 0 1
1 0 1 1 0
1 1 0 0 0
1 1 0 1 0
1 1 1 0 0
1 1 1 1 1

To calculate the coefficients of equation (11), let’s successively substitute the affine coordinate vector on the left side of the equation
and the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 1. The equation returns a, = 1 for the 1% input string (0000) and its corresponding component
vector (1). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =x3 =%, =0, a1 =0®ay» a;.1=0®1 e a; =1

Whenx, =landx; =x3=%x, =0, a,Xx, =1@ayP a,,1=181 a,=0

Whenx; =landx, =%, =%, =0, azgx3=1 Pagp a3.1=1@1 az=0

Whenx, =1landx; =%, =x3 =0, ayx4 =1 Pagp a,.1=1®1 a, =0

Whenx; =x; =landx3 =%, =0, a;,xx, =001®1@00m a;,.1.1=0ma;,=0

Whenx; =x3 =1landx, =x, =0, 2,353 =001®1® 0> a,35.1.1 =0 a,3=0

Whenx; =x4=1andx, =x3=0, a;4xx, =001®1®0> 2ay4.11 =0 a,,=0

Whenx, =x3=1andx; =x4, =0, a,3%X3 =1@100@ 0P a,3.1.1=0m a,3 =0

Whenx, =x,=1andx; =x3 =0, 8,4, =101@0®00m a,,.11=0ma,,=0

Whenx; =x,=1andx; =%, =0, a3,%3%, =090100@ 0 a3y. 1.1 =1 a3, =1

Whenx; =X, =x3 =1 andx, =0, a;23XX,X3 = 1@ayPa; Pa,PazPa;, Pa;3Paz & a,31.1.1 =
1912100000000 0P a;,3=1

Whenx; =%, =%, =1 andx3 =0, a;,4X%X,X, =0@a;,Pa; Pa,Pa,Pa;;Pa;,Pa, > ay,lll=
091910000000 000> a,,,=0

Whenx; =x3 =x4 =1 andx, =0, a;34X1X3X, =0@a;Pa; PazPa,Pa;3Pa;,Paz, ™ a;341.1.1=
091910000000 001m a3, =1

Whenx, =x3 =x4 =landx; =0, a,34X;X3X, = 0@ a,@a,Paz®Pa, Pa3Pa,Paz, ™ azzulll=
0910000000000 1m a3,=0

Whenx; =X, =X3 =X4 =1, 81734X1XX3X, = 1@ a3y @Pa,@Paz;Pa,Pa;,Pa;3Pa;,Pa3Pa,,PazsDajgyz
a124Pa134Paz3s P a15341.1.11=10101000000000000000001010001@0B a;,3,=0

The following 11" nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:
0. (X1X3X3X,) @ 0. (X3X3%X4) @ 1. (X1X3%X4) D 0. (X1X2%4) @ 1. (X1X2%X3) @ 1. (X3%,) @ 0. (X3X4) D 0. (X3%X3) @ 0. (x;X4) @
0.(x1x3) @ 0.(X:%,) D 0.%, D 0.x3 D 0.%X, D 1.X; @ 0 = fi1 (X4x3%5%1) = X1X3X4 D X1 XpX3 D X3X, Dx; D 1
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The nonlinear Boolean function construction (Nf;,):

A1,2,34X1X2X3X4 + A3 34X2X3Xe + A134X1X3X4 F+ A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A14X1X4 +
A13X1X3 + Aq2X1Xy + AuXy + A3X3+ AyX; + 01X + ag = LCfi, equation no. (12)

Table XIII: Inputs of equation number (12)

Affine coordinate vector Component
X4 X3 X7 X1 LCfy,
( 0 0 0 0 1 )
0 0 0 1 1
0 0 1 0 0
0 0 1 1 1
0 1 0 0 0
0 1 0 1 1
0 1 1 0 1
0 1 1 1 1
@ 1 0 0 0 0 L
1 0 0 1 0
1 0 1 0 1
1 0 1 1 0
1 1 0 0 1
1 1 0 1 0
1 1 1 0 0
1 1 1 1 0

To calculate the coefficients of equation (12), let’s successively substitute the affine coordinate vector on the left side of the equation
and the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 1. The equation returns a, = 1 for the 1% input string (0000) and its corresponding component
vector (1). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =x3=%X, =0, a1% =1®a3;» a;.1=1®1 e a; =0

Whenx, =landx; =x3 =%, =0, a,x, =0®agp» a,,1=001m a,=1

Whenx; =landx; =%, =X, =0, a3x3=0@ayp» a3 1=0®1p a3;=1

Whenx, =landx; =X, =%x3 =0, asx, =0®@agpP a,,1=0®1= a,=1

Whenx; =x;, =landx; =%, =0, a;,X1X, =1®100D 1 aj,.1l1=1ma;,=1

Whenx; =x3 =1landx, =x,=0, a;3xx3=1@1@0@ 1 aj3.11=1ma;3=1

Whenx; =%, =1landx, =x3=0, a; 4%, =0@1@0@1p a;4.11=0m2a;,=0

Whenx, =x3 =landx; =%, =0, a,3%X3 = 10101 @1 a3.1.1=02a,3 =0

Whenx, =x, =landx; =x3 =0, a,,%X, =10101@1p a3,.11=0>a,, =0

Whenx; =x, =landx; =%, =0, a3,%3x, =19 1®1@ 1 az,.1.1 =0 a3, =0

Whenx; =x; =x3 =1 andx, =0, a3,3X1X;X3 = 1D ay@a;@a,Paz;DPa;, PajzDazsz B a;,31.1.1 =
1019090101010 1®00> a;,3=0

Whenx; =x, =x4, =1 andx3 =0, a;,4XX,X4 =0®a;Da; Da,Pa, Pa;,Pa;,Pay,a;,,1.11=
0019000121010 0@0 a,,,=0

Whenx; =x3 =x, =1 andx, =0, a;34X:X3%X, = 0@ a;Pa; PazPa, Pa;3Pa;,Paz, ® a;3,1.1.1=
001000101010 000= a;3,=0

Whenx, =x3 =x4=1andx; =0, a,34X;X3X, =0@a;Pa,PazPa,Pa3Pa,Pazs,® azz,l.ll=
0919010101000 000m a,3,=0

Whenx; =x; = X3 = X4 =1, 21234X%XX3%X, = 0D 2@ a,Pa3Pa,Pa;,Pa;3Pa1,P a,3Pa,4PazsPagys
D@aj,Pajz.Dazss® a123411.11=00100010101010100000000000000@ 0> a;,3,=0

The following 12" nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:
0. (X1X5X3X,) @ 0. (X5X3%,) @ 0. (X1X3%,) @ 0. (X1X3%,) @ 0. (X1X2%3) @ 0. (X3%4) D 0. (x5%,) D 0. (X2%3) @ 0. (x1%X,) @
1. (X1X3) @ 1 (X].XZ) ('D 1.X4 ('B 1 X3 ('B 1.X2 ('B O.Xl ('B 1 = flz (X4X3x2x1) = X1X3 ('B X1X2 ('D X4_ @ X3 ('B XZ ('B 1
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The nonlinear Boolean function construction (N f;3):

A1,2,34X1X2X3X4 + A3 34X2X3Xe + A134X1X3X4 F+ A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A14X1X4 +
A13X1X3 + Aq2X1Xy + AuXy + A3X3+ AyX; + 01X + ag = LCfi3 equation no. (13)

Table XIV: Inputs of equation number (13)

Affine coordinate vector Component
X4 X3 X7 X1 LCfy3
( 0 0 0 0 0 )
0 0 0 1 0
0 0 1 0 0
0 0 1 1 1
0 1 0 0 0
0 1 0 1 0
0 1 1 0 0
0 1 1 1 1
@ 1 0 0 0 1 L
1 0 0 1 1
1 0 1 0 1
1 0 1 1 1
1 1 0 0 1
1 1 0 1 0
1 1 1 0 0
1 1 1 1 1

To calculate the coefficients of equation (13), let’s successively substitute the affine coordinate vector on the left side of the equation
and the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 0. The equation returns a, = 0 for the 1% input string (0000) and its corresponding component
vector (0). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =X3 =%, =0, a;x;,=0®ay» a;.1=0®0 = a; =0

Whenx, =landx; =x3=%X, =0, a,Xx, =0®ay» a,.1=0®0m a, =0

Whenx; =landx; =X, =X, =0, a3x3=0® a3y a3.1=080p a;=0

Whenx, =landx; =X, =X3 =0, a4x, =1@ayp a,1=1®0p a,=1

Whenx; =x;, =landx; =%, =0, a;,XX, =1®000D0m a;,.11=1ma;, =1

Whenx; =x3 =1landx, =x,=0, a;3Xx3 =0@0@0® 0> a;3.1.1=0m2a;3=0

Whenx; =%, =1landx, =x3=0, a; 4%, =1@000@ 1P a;4.11=0m2a;,=0

Whenx, =x3 =landx; =%, =0, a,3%X3 =00 000@ 0> a3.1.1=02a,3 =0

Whenx, =x, =landx; =x3 =0, a,,%X, =10000@ 1> a,4.11=0>a,, =0

Whenx; =x, =1andx; =%, =0, a34X3x, = 1900 0@ 1> a3,.1.1=0m a3, =0

Whenx; =x, =x3 =1 and x4 =0, 2 ,3X1XX3 = 1@ ayDa; Pa,Paz; Pa;, Paj3Pazs ® agp31.1.1=
1000000020010 0®00> a;,3=0

Whenx; =%, =x4, =1 andx3 =0, a;,4%,XX, =1®a;Pa; Pa,Pa,Pa;,Pa;,Pay > a,,41.1.1=
100000001010 000P aj,,=1

Whenx; =x3 =x, =1 andx, =0, a;34X:X3%X, = 0@ a;Pa; PazPa,Pa;3Pa; 4 Pagy ™ a;341.1.1=
090900021000 000 a3, =1

Whenx, =x3 =x4=1andx; =0, a,34X;X3X, =0@a;Pa,PazPa,Pa3Pa,Pazs,® azz,l.ll=
000000001000 000m ay3, =1

Whenx; =%, = X3 =X, =1, a1234X1XX3%X, = 1Py @Pa,PazPas@a;,Pa13Pa,,Pa3Pa,,Pa3,Pa1,3Pas,4
@ajz,Pazss B 212341111 =100000000010100002000000001@1D1> a;,3,=0

The following 13" nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:
0. (X1X5X3X,) @ 1. (XpX3%,) @ 1. (X1X3X,) @ 1. (X1X2%4) @ 0. (X1X2X3) @ 0. (X3%4) D 0. (x5%,) @ 0. (X2%3) @ 0. (X1X,) @
0.(X1X3) @ 1. (X1%2) @ 1.%, @ 0.X3 D 0.%X, @ 0.%; ® 0 = fi5 (5%03%57) = X5X3X, @ X1X3X4 D XXX, D XX, @ Xy
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The nonlinear Boolean function construction (N f;4):

A1,2,34X1X2X3X4 + A3 34X2X3Xe + A134X1X3X4 F+ A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A14X1X4 +
A13X1X3 + Aq2X1Xy + QX4+ A3X3+ ApXy +a1%; + ag = LCfyy equation no. (14)

Table XV: Inputs of equation number (14)

Affine coordinate vector Component
X4 X3 X7 X1 LCf14
( 0 0 0 0 1 )
0 0 0 1 1
0 0 1 0 0
0 0 1 1 1
0 1 0 0 1
0 1 0 1 0
0 1 1 0 0
0 1 1 1 1
@ 1 0 0 0 0 L
1 0 0 1 0
1 0 1 0 0
1 0 1 1 1
1 1 0 0 0
1 1 0 1 1
1 1 1 0 0
1 1 1 1 1

To calculate the coefficients of equation (14), let’s successively substitute the affine coordinate vector on the left side of the equation
and the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 1. The equation returns a, = 1 for the 1% input string (0000) and its corresponding component
vector (1). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =landx, =x3=%X,=0, a;x, =1®ay» a;.1=1®1 B a; =0

Whenx, =landx; =x%3 =%, =0, a,x, =0@ayP» a,,1=0®1m a,=1

Whenx; =1landx; =%, =X, =0, a3x3=1® a3y a3 1=1801b a;=0

Whenx, =landx; =X, =%x3 =0, asx, =0®@agpP a,,1=0®1= a,=1

Whenx; =x;, =landx; =%, =0, a;,X1X, =1®100D 1 aj,.1l1=1ma;,=1

Whenx; =x3 =1landx, =x,=0, a;3xx3=0@1@0@® 0 a;3.1.1=1ma;3=1

Whenx; =%, =1landx, =xX3 =0, a;4x;x, =0@1©0@ 1> a;,.1.1=0»2a,, =0

Whenx, =x3 =landx; =%, =0, a,3%,Xx3 =00101@ 0B a35.1.1=0=a,3=0

Whenx, =x, =1landx; =%3 =0, a,4%%x, =00101@1may,.1l1=1ma,,=1

Whenx; =x, =1andx; =%, =0, az;X3x, =001@0@ 1> a3,.1.1=0m a3, =0

Whenx; =x, =x3 =1 andx, =0, a123%XX3 = 1@ agPa;@a,Paz;Pa;,@a;3®Pa3 > a;,31.1.1=
1910001000210 1@0pP a;,3=1

Whenx; =%, =x4, =1 andx3 =0, a;,4%,XX, =1®a;Pa; Pa,Pa,Pa;,Pa;,Pay > a,,41.1.1=
1919002121010 0@1> a;,,=0

Whenx; =x3 =x, =1 andx, =0, a;34XX3X, = 1@ a;Pa; PazPa, Pa;3Pa;,Paz, » a;3,1.1.1=
191000021010 000 a;3,=0

Whenx, =x3 =x4=1andx; =0, a,34X;X3X, =0@a;Pa,PazPa,Pa3Pa,Pazs,® azz,l.ll=
09190100010 00100m a,3,=0

Whenx; =%, = X3 =X, =1, 21234X1XX3%X, =1Pa@a,@a3Pa,Pa,,Pa,;3Pa;,Pa3Pa,,Pa3,Pa1,3Par,4
a3, Pazss B 212341111 =10100010001010100000100010000D0> a;,3,=0

The following 14" nonlinear Boolean function is derived from substituting all coefficients into the 4-variable affine function:
0. (X1X5X3X,) @ 0. (XX3%,) @ 0. (X1X3X,) @ 0. (X1X2%,) @ 1. (X1X2X3) @ 0. (X3%4) D 1. (x5%,) @ 0. (X2%3) @ 0. (X1X,) @
1. (X1X3) @ 1 (X].XZ) ('D 1.X4 ('B 0 X3 ('B 1.X2 ('B O.Xl ('B 1 = f14(x4x3xel) = X1X2X3 ('B X2X4 ('B X1X3 @ X1X2 ('B X4 ('B XZ ('B 1
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The nonlinear Boolean function construction (Nf;s):

A1,2,34X1X2X3X4 + A3 34X2X3Xe + A134X1X3X4 F+ A1 24X1X2Xg + A1 3X1X2X3 T A34X3X4 + Ap4X2Xe + Ap3XpX3 + A14X1X4 +
A13X1X3 + Aq2X1Xy + QX4 + A3X3 + ApX; + 1% + ag = LCfis equation no. (15)

Table XVI: Inputs of equation number (15)

Affine coordinate vector Component
Xe | X5 | X, | X LCfis
0 0 0 0 1
0 0 0 1 0
0 0 1 0 1
0 0 1 1 1
0 1 0 0 0
0 1 0 1 1
0 1 1 0 0
0 1 1 1 0
@ 10 0 0 0 (Li
1 0 0 1 1
1 0 1 0 1
1 0 1 1 0
1 1 0 0 0
1 1 0 1 1
1 1 1 0 0
1 1 1 1 1

To calculate the coefficients of equation (15), let’s successively substitute the affine coordinate vector on the left side of the equation
and the component vector on the right side of the equation. This process has to be repeated 16 times to get 16 coefficients. For instance,
when x; = x, = x3 = x, = 0 and L, = 1. The equation returns a, = 1 for the 1% input string (0000) and its corresponding component
vector (1). Similarly, the rest of the coefficients are calculated as follows:

Whenx; =1landx, =x3=%X, =0, 31X =0®ay» a;.1=0801p a; =1

Whenx, =landx; =x3 =%, =0, a,x, =1®ayp» a,.1=1®1 a, =0

Whenx; =landx; =%, =%, =0, azx3=0®@ayp a3;1=0®1= az;=1

Whenx, =landx; =X, =x3 =0, asx, =0®@agb a,.1=0®1= a,=1

Whenx; =x; =landx; =%, =0, 2;,5x, =191@1@0 0= aj,.11=1ma;, =1

Whenx; =x3 =1landx, =x,=0, a;3xx3=1@1@®1@1> a;3.1.1=0m2a;3=0

Whenx; =%, =landx, =x3=0, a; 4%, =1@1@1@1p aj4.11=0ma;, =0

Whenx, =x3; =landx; =%, =0, a3%,x3=00100®1ma,3.1.1=0Ba,3=0

Whenx, =x, =1landx; =x3 =0, a4, =12100@1ma,,.11=1pa,, =1

Whenx; =x, =landx; =%, =0, a34x3%, = 09010 1@ 1 az,.11=1maz, =1

Whenx; =%, =x3 =1 andx, =0, a;,3X1X;X3 = 0@ ayDa; Pa,Paz@a;, Pay;3Pazz® a;p31.1.1=
021910001010 0@0P a,,3=0

Whenx; =x; =%, =1 andx3 =0, a1,4%1X,X, =0@a;Pa; Pa,Pa, @a;,Pa;,Paz, P ag1.11=
0919190001010 0@1pPaj;,, =1

Whenx; =x3 =x4, =1 andx, =0, a;34X:X:3X, = 1@ a;Pa; a3 Pa, Pa;3Pa;4Paz,® aj3,1.1.1=
191912121000 001m a;3,=0

Whenx, =x3 =x, =1andx; =0, a;34X,X3X, = 0@ a;Pa,PazPa,PaysPasPaz,® azs,1.1.1=
0919090101000 1D1m a3, =1

Whenx; =X, = X3 =X, =1, a1234%1XX3%X, =1@ayPa,Pa3Pa,@a;,Pa;3Pa;,Pa3Pa,,Pa3,Pa;,3Pa1,,
D@aj3,Pazss® 212341111 =10101000101010000000101000100@1> a;,3,=0

The following 15" nonlinear Boolean function is derived from substituting all coefficients into 4-variable affine function:
0. (X1X5X3X,) @ 1. (X5X3%,) @ 0. (X1X3X4) @ 1. (X1X2X,) D@ 0. (X1X5X3) @ 1. (X3%,) @ 1. (X2%4) @ 0. (XX3) D 0. (x1%4) @ 0. (X1X3)
DL (x1%X) P 1.3, 1L.x3D0.X, @L.xy D1 = fig (XyX3X3%1) = XpX3Xy DX XXy DX3X, D XXy @ XX, DX, OX3DX; D1
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STEP 5: The process of creating an action in the S-box: An action of S-box is generated by a linear combination of 2"~ numbers of
nonlinear Boolean functions using Boolean logic. Thus, a nonlinear S-box is actually a collection of the following nonlinear Boolean

functions:
1. f1(24x3%551) = X3X3%,D X1X5X4 ® X1 X2%3D X3%,D x1x3D x3D x,®D x4
2. fo(x4x3%5%1) = X1X3%,D X3%,D X%, D x3D ;D 1
3. f3(24%x3%5%1) = X%3%,D X1 X5X,D X33,D x52,D x7%3D x,D x4
4. fa(xax3%52x1) = XpX3%4D X1 X3X,D X1 X2X,D X1 X2X3D x,2,D x7%,D x,D x5
5. f5(xax32x5%1) = X32x3%,D x1X35,D X1 %2X,D X1 %3P X2, X1 %3P x,D 1
6. fo(x4x3%5%1) = X1 X2X3D X,%,D x5
7. f7(x4x3%5%1) = x1X3%4,D X3X,D X3%,D X1 x3D x1%,D x,D x,D x4
8. fo(xgX3%5%1) = X2X3%,D X1 X3X,D X1 XX, X1 X3 x3D x,D 1
9. fo(24x3%5%1) = X3X3X,D X1X5X,D X1 X5X3D X3%,D x1%,® x, D x,D 1
10 flo(xaX3xx1) = x1X3%,D x1X%3D xX32x,D X1 %3P X7 %,D x,D x3D x,® x;
I1. f11(x4x3%2%1) = X1 X3%,D X1 X5 X3D X3, D x,D 1
12, fia(xax3x,x1) = X1x3D X1, x,D x3D x,D 1
13, fiz(xaX3x5%1) = X3x3X4D X1X3X,D X1 X%, x1%,D X,
14. f1a(X4X3%5%1) = X1X5X3D X,%,D X7 %3D x1 %, x,D x,D 1
15, fis(xaX3xx1) = X3x3%,D x1%5X,D x32,D x,,D %120, x,D x3D x;D 1

IV. OUTCOME OF RESEARCH

Once again, the following action of S-box is constructed by combining all of the above 2*~* numbers of nonlinear Boolean functions

using Boolean logic. The following nonlinear S-box is a straight S-box:

Table XVII: Straight Nonlinear S-box

Input Action of substitution-box
X4 X3 X2 X1 (4% 4)

Output
VaY3 Y2 Y1

0000, 0001, 0010, 0011, | (101110011000101)x,x3x,@ (010110110110100)x,x5%, @

0100, 0101, 0110, 0111, | (101110011000101)x,x,%, @(100111001110010)x5x,x, @

1000, 1001,1010, 1011, (111000101110001)x,x;@ (011111100000011)x,x, @

1100, 1101, 1110,1111 (101010110101010)x5x, @ (000100101101111)x,x, @

(000100101101111)x,@(110101010101001)x; @

(101010110101010)x,@(111000101110001)x, @
010010011011011

1011, 1010, 0001, 1111,
0010, 1001, 1000, 1110,
0100, 0101, 1101, 0110,
1100, 0011, 0000, 0111

An action of S-box

VI

Ya, ¥3,¥2,¥1
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V. S-BOX’SOUTPUT MEASUREMENT

Let’s substitute each binary input string into the action of s-box to measure the output of S-box. The measurement procedure is described
below in detail for 4-variable inputs (x;, x5, x3, x,):

l. | Whenx; =x, = x3 = x4 =0, F(x4x3%x,x;) = 010010011011011 =
14 13 12 11 10 9 8 7 6 543 21 0« index number(in)

IR X = bs X binary base™ =1 x 213 + 1 x 210 +
0 1 0 0 1 001 1011011<—Bltsequence(bs)
1x27+1x20+1x2%+1x23+1x2'+1x2°=8192+1024+128+64+64+16+8+2+1=
9435,, = 9435,,mod 16 = 11=0xB=1011 =1 ®0® 1® 1 = 1

2. i Whenx; =1andx, =x3 =x, =0, F(x4x3x,%x,) =111000101110001 © 010010011011011
111000101110001

P 14131211109876543210<—zndexnumber(ln)
010010011011011 : SR R X
-_————-— - ——— 1 O 1 0 1 0110101010<—Bltsequence(bs)
101010110101 010
= bs X binary base™ =1x 2™ + 1x 212+ 1x210 +1x 28+ 1x27+1x25+1x23+1x 2! =16384 +
4096 + 1024 4+ 256 + 128+ 32+ 8+ 2 =9435,, = 21930,;,,mod 16 = 10 =0xA=1010=1©02 10 =0

3. | Whenx, = 1and x; = x3 = x, = 0, F (x,X3%,%x,) = 101010110101010 © 010010011011011
101010110101010
P 14131211109876543210<—mdexnumber(m)
010010011011011 : X
—_——————————— = —— 1 1 1 0 0 0101110001<—Bltsequence(bs)
111000101110001
= bs X binary base™ =1 x 2% + 1x23 + 1 x 212 + 1 x28 + 1 X 26 + 1x 25+ 1 x 2% + 1 x 20 = 16384 + 8192 +
4096 + 256 + 64 + 32 + 16 + 1 = 9435,, = 29041,,mod 16 = 1 =0x1 =0001 =00 ® 0D 1 =1

4 {Whenx, = x, = 1and x3 = x4 = 0, F(x4x3%,%;) = 000100101101111 ® 101010110101010 ® 111000101110001 &
010010011011011 =

0001001011011 11
1010101101010 10
111000101110001_1413121110987??%32?%(2)<—mdexn;lmber(m)
010010011011011 ¢ 9091 00101101111 « Bitsequence(bs)
0001001011011 11

=bs X binary base™ =1 x2"M +1x28 +1x26+1x254+1x23+1x22+1x21+1x2°=2048+ 256 +
64+32+8+4+2+1=2415,=2415,,mod 16 =15=0xF=1111=1®1®1®1=0

5.1 Whenx; = 1and x; = x, = x, = 0, F (x4X3X,%;) = 110101010101001® 010010011011011
110101010101001

R 14131211109876543210<—mdexnumber(m)
010010011011011— : SRR X
-— - —=—=—10 0 1 1 1001110010<—Bltsequence(bs)
100111001110010
= bs X binary base™ =1 x 2" + 1 x 21 + 1 x 210 + 1 x 29+ 1x 26+ 1x2°+1x2*+1x2' =16384+
2048 + 1024 + 512 4+ 64 + 32 4+ 16 + 2 = 9435,, = 20082;,mod 16 = 2 =0x2=0010=0 0D 100 = 1

6. | Whenx, =x3=1and x, = x4, = 0, F(x4x3%,x;) = 101010110101010 © 110101010101001© 111000101110001 &
010010011011011 =

1010101101010 10
1101010101010 01
1110001011100 01 _1413121110987??‘§35%%?Hndexn;‘mber(m)
010010011011011 1 1 9101010101001 « Bit sequence(bs)
1101010101010 01

bs x binary base™ =1 x 2% +1x 218 +1x 2" +1x2°+1x27 +1x2°+1x23+1x2°=16384+
8192+ 2048+5124+128+32+8+ 1 = 27305,, = 27305;;mod 16 = 9 =0x9 =1001=1© 0D 01 =0
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7.

When x, = x5 = 1 and x, = x4 = 0, F(x,X3%,%,) = 000000000000000 ® 110101010101001 ® 101010110101010 ®
010010011011011 =

0000000000000 00

1101010101010 01 d b
1010101101010 10 1413121110987??%%?%?“’1ex";‘mer(m)
010010011011011 ¢ 9 1101111011000 « Bit sequence(bs)
001101111011000

= bs x binary base™ = 1x 272 + 1 x2? +1x2°4+ 1x28 + 1 x27 +1x 2%+ 1x2*+1x2%=4096+

2048 + 512+ 256 + 128+ 64 + 16 + 8 = 7128,5 = 7128;,mod 16 = 8=0x8=1000=1©00000 = 1

8. |Whenx, = x, = x5 = 1 and x, = 0, F(x4xs%,%,) = 100111001110010 @ 000000000000000 @ 101010110101010 ®
000100101101111©110101010101001©101010110101010 ©111000101110001 © 010010011011011 =
1001110011100 10
0000000000000 O0O0
1010101101010 10
0001001011011 11

d b
1101010101010 01 _141312111098 7 6 543 %}(:M—m exn:(im er(in)
1010101101012010 . ;. . o L ottt
1110001011100 0 1 1111 00000011110<—Bltsequence(bs)
010010011011011
1111000000111 10
=bs><binarybasem=1><214+1><213+1><212+1><211+1><24+1><23+1><22+1><21=16384+
81924+ 4096+ 2048+ 16 +8+ 4+ 2 =30750,, = 30750;ymod 16 =14 =0xE=1110=1® 110 =1

9. {Whenx, =1and x; = x, = x3 = 0,F(x4x3x,x;) = 000100101101111 © 010010011011011

000100101101111

P 14131211109876543210<—mdexnumber(m)
010010011011011 : RN R A X
e S () 1 0 1 1 0110110 1 0 0 « Bit sequence(bs)
010110110110100
= bs X binary base™ =1 X213 + 1 x21 +1x 20+ 1x28+1x27+1x25+1x2*+1x22=8192+
2048+ 1024+ 256+ 128+ 32+ 16+ 4 = 9435, = 11700;,;mod 16 =4 =0x4=0100=00 10000 =1

10. i When x, = x, = 1 and x; = x5 = 0, F (X4X3%3%,) = 000000000000000 @ 000100101101111 @ 111000101110001

@®010010011011011 =

0000000000000 O0O0

0001001011011 11

1110001011100 01 _ 141312111098 7 6 543 ?}(e)elndexn;:mber(m)

010010011011011 1 g1 110011000101 < Bit sequence(bs)

1011100110001 01

= bs X binary base™ =1 X 2 + 1 x 212+ 1 x21 +1x 2104+ 1x27 +1x2°+1x22+1x2%°=16384+

4096 + 2048 + 1024+ 128+ 64 +4 + 1 = 23749,7 = 23749;,,mod 16 =5 =0x5=0101=0D100®1 =0
11. { Whenx, = x, = 1 and x, = x5 = 0, F (x,x3x,%,) = 011111100000011 ® 000100101101111 ® 101010110101010 &

010010011011011
01111110

|~ 1o ro

100011101
sX binarybase™ =1 x2% +1x20+1x2°+1x28 +1x2*+1x23+1x2%2+1x2°=16384+

1024 + 512+ 256 + 16 + 8+ 4 + 1 = 7128,, = 18205;,mod 16 = 13 =0xD=1101=1©1® 01 =1

00100
01010
10010
00011
b

This publication is licensed under Creative Commons Attribution CC BY..
https://dx.doi.org/10.29322/1JSRP.14.01.2024.p14539

Www.ijsrp.org



https://dx.doi.org/10.29322/IJSRP.14.01.2024.p14539
http://ijsrp.org/

International Journal of Scientific and Research Publications, Volume 14, Issue 1, January 2024
ISSN 2250-3153 413

12.

Whenx, = x, = x, =1 and x5 = 0, F(x,x3%,%,) = 101110011000101 ® 011111100000011 ® 000000000000000 ®
000100101101111 @ 000100101101111 @ 101010110101010 & 111000101110001 & 010010011011011 =

1011100110001 01
011111100000011
0000000000000 O0O
0001001011011 11
0001001011011 11 _141312111098 7??%3:%}(:)<—mdexn::mber(m)
1010101101012 010  ; = L oot
1110001011100 0 1 1100 01111000110 « Bitsequence(bs)
010010011011011
1100011110001 10
=b Xbinarybasemz1><214+1><213+1><29+1><28+1><27+1><26+1><22+1><21=16384+
8192+ 5124+ 256+ 128+ 64 + 4+ 2 = 25542,, = 25542;,,mod 16 = 6 =0x6=0110=0D1 D10 0=0
13. Whenxs = x, = 1 and x, = x5 = 0, F (x4x3%2%,) = 111000101110001 ® 000100101101111 ® 110101010101001 &
010010011011011 =
111000101110001
0001001011011 11
1101010101010 01 _ 13 1211109376543 %%?Hnde”ﬁmber(m)
010010011011011 (1 1 011001101100 « Bit sequence(bs)
0110110011011 00
=bs><binarybasel"=1x213+1><212+1><21°+1><29+1><26+1x25+1><23+1><22=8192+
4096 + 1024 4+ 512+ 64+ 32+ 8+ 4 =13932,;,=13932;;mod 16 =12=0xC=1100=1 ®1 0D 0 =0
14 Whenx, = x5 = x, = 1 and x, = 0, F(x4X3%,%;) = 010110110110100 @ 111000101110001® 000000000000000 @
101010110101010® 000100101101111©110101010101001 ©111000101110001 © 010010011011011 =
0101101101101 00
1110001011100 1
0000000000000 O0OO
101010110101010
0001001011011 11_14131211109876?4:-3:%}gﬁlndexn::mber(m)
110101010101001 . . LoiosoLuo
1110001011100 01 01 1111100000011 « Bitsequence(bs)
010010011011011
011111100000011
= bs X binary base™ =1 X213 + 1x 212+ 1x 21 +1x210 +1x2°+1x28 +1x21+1x2°=8192+
4096 + 2048 + 1024+ 512+ 256 +2+1 =16131;, = 16131;ymod 16 = 3=0x3=0011=0©011 = 0
15. [ When x, = x5 = x5 = 1 and x; = 0, F(xX4Xs%,%,) = 101110011000101@ 111000101110001 011111100000011®
000000000000000® 000100101101111110101010101001 @ 101010110101010® 010010011011011 =
1011100110001 01
1110001011100 01
011111100000011
0000000000000 00 14131211109876543210<—mdexnumber(m)
0001001011011 11 _ P . in
= i i & i i it iioriiioi X = bs X binary base
110101010101001 0 0 0 O 0 OOOOOOOOOO(—BLtse uence(bs)
101010110101010 q
010010011011011
0000000000000 O0O0
=0
16. | Whenx;, = x, = x3 = x4 = 1, F(x,X3%,%,) = 000000000000000 ®101110011000101 ® 010110110110100 ®

101110011000101 ©100111001110010 © 111000101110001 © 011111100000011 © 000000000000000 &
000000000000000 © 101010110101010 © 000100101101111 & 000100101101111 © 110101010101001 ©
101010110101010©111000101110001 © 010010011011011 =
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1‘4 1‘3 1_2 1_1 1_0 9 8 7 6 5 43 2 1 Q<— index number(in)

=i P i i i iiiiiiiii X = bs X binary base™
001001010110 111 « Bitsequence(bs)

O RO OO OO RrRRLRELRO
P OO OO RR RPRORO
P RO OORR OFROO
S OO OO RR OROO
P RPROOOD OO OOoOOO
R OO OO OO RRERERO

R | PORORRROOR OROOCOO
= PP OR RPRRPROOOR RO RORO

(=)
[y
Uy
o
=
Uy

101010
101010
011100
110110

101101
12 40 1x22741x274+1x25+1x2%+1x224+1x214+1x2%°=4096+512 +

32+16+4+2+1=4791,5 = 4791,ymod 16 = 7=0x7=0111=001D11 = 1

0
0
1
0
0
1
1
0
0
0
0
0
1
0
1
1
0

”olor—\»—\r—\OOHOOOr—\r—lr—\o»—\o
NO OO ORRPRROOOROR RRRO
©C [P OROOOROOR OR RRRO
m | OO0 O0OR OO OO ORrROROOOO
© | ORPRPRORRLRRPROORRPROOROO

0
1
0
1
0
1
1
0
0
1
0
0
0
1
1
0
1
X
_l_

1
128

VI. CONCLUSION

To conclude the investigation into nonlinear S-box construction, different S-box construction techniques were analyzed. And then the
purpose of the component-based nonlinear S-box construction study was completed. Different mathematical interpretations of S-box
construction were finalized based on a literature review, mathematical problem solving, analysis, and discussion with researchers. It was
possible to understand the concept of the S-box construction mechanism after studying a lot of research papers. The purpose of the study
was to disseminate scientific knowledge to scientific readers scattered around the world. The proposed S-box has been developed
keeping in mind the needs of scientific students and researchers so that they can benefit from reading this article. | think this article will
attract the attention of scientific readers. The article was devoted to presenting complex mathematical concepts in a simple way so that
scientific readers could grasp the concept of the nonlinear S-box construction technique. If readers are interested, they can construct a
higher-dimensional S-box using the proposed nonlinear S-box construction technique.

A. RECOMMENDATION
So, based on the conclusion, some recommendations are prepared: If anyone is interested in designing an S-box, I suggest
reading this article several times with full attention and internalizing the functional idea of the S-box construction mechanism.
I believe everyone will be able to build large-scale S-boxes after capturing the concept of the proposed 4x4 nonlinear S-box.
But I recommend that students should analyze this matter internally. They should take the initiative to familiarize themselves
with the mathematics required to construct lower- or higher-dimensional S-Boxes.

B. AUTHOR’S REQUEST TO READERS
Dear scientific readers, if you benefited from the article, please pray to our God for my physical and mental well-being.

C. LIMITATION
The proposed S-box is a simple 4 x 4 nonlinear S-box. This is not designed for professional work.
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PykoBosuTeNs NPAKTHKH HASHAYEH PACTIOPAMTENLHBIM AKTOM 0T « {_] SR ZOﬂ. No 0, ﬂ —FZ

(fns. oByvaioguxcs, anpasienwsix wa npaxmixy & npouaAsHYIO opeanusayio, VRAsHGAOMER anHBIe pacnopsouneIsnozo axma
npousshon opeanusayue. Jns obviaowuxes, nanpasiennsix wa npakmuxy ¢ HI'V, YRa3BIBAENCS pacnopaoumensitsili akm no
VHUBEpCUTENY).

PykoBoauTens npakTiku: /M _ Marina Derzho
[~
(no%m, )* (DHO, JonsHocTs)
X Hodnncy pyosodunnin npasms ¢ npodIINROR oo IARUY TABCS & MPOPRTHOR Optmstsanus,
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